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[57] ABSTRACT 

A method of communicating emergency warnings to persons 
within a selected in a region served by a cellular commu- 
nication system that comprises a plurality of transmission 
stations, includes providing persons in the area with warning 
devices that generate an emergency warning in response to 
a predetermined signal; identifying at least one transmission 
station in the communication system to transmit the prede- 
termined signal to warning devices in the selected area; and 
transmitting the predetermined signal from the identified 
transmission station to cause warning devices in the selected 
area to generate emergency warnings. The system for imple- 
menting this method includes a plurality of warning devices 
disbursed throughout the area, and a device for identifying 
one or more signal transmission stations in the cellular 
communication network appropriate to transmit the prede- 
termined signal to warning devices in the selected area, and 
causing the transmission stations identified to transmit the 
predetermined signal to cause warning devices in the 
selected geographic area to generate emergency warnings. 

13 Claims, 2 Drawing Sheets 
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METHOD OF COMMUNICATING 
EMERGENCY WARNINGS THROUGH AN 
EXISTING CELLULAR COMMUNICATION 
NETWORK, AND SYSTEM FOR 
COMMUNICATING SUCH WARNINGS 

This application is a continuation of application Ser. No. 
08/335,150, filed on Nov. 7, 1994, and now abandoned. 

BACKGROUND AND SUMMARY OF THE 
INVENTION 

This invention relates to a method of communicating 
emergency warnings utilizing an existing cellular commu- 
nication network, and a system for communicating such 
emergency warnings. 

There are a number of situations where it is desirable to 
issue warnings to a broad audience in a selected geographic 
area. For example, in the case of severe weather, such as a 
tornado, it is desirable to warn persons in the areas affected 
so that they can seek shelter. In some areas, audible alarm 
systems are provided to warn residents of such weather 
emergencies. However, not everyone in the area can hear 
these warnings. Moreover, it is expensive to establish and 
maintain this elaborate system just for occasional use. 
Another example of a situation where it is desirable to issue 
an emergency warning to a broad audience in a selected 
geographic area is in the case of a nuclear power plant or a 
toxic waste handing site. In these situations, special radio 
receivers have been provided to persons in areas likely to be 
affected, and special transmitters provided to transmit warn- 
ings to those special receivers. Again, it is expensive to 
establish and maintain this type of elaborate system just for 
occasional use. Moreover, these systems are local by nature, 
and do not provide warnings to persons just passing through 
the area. 

The present invention provides a method and system for 
communicating emergency warnings through an existing 
cellular communication network. Cellular communication 
networks, and in particular cellular telephone networks, now 
cover large portions of the United States. These networks 
comprise a plurality signal transmission stations distributed 
across a geographic region. The primary function of these 
networks is to facilitate communication by cellular 
telephones, and the systems are maintained for that purpose. 
Thus, the cost of establishing and maintaining a major 
portion of the system is already financed. The method of the 
present invention utilizes this established cellular commu- 
nication network to communicate emergency warnings to a 
selected geographic area within the geographic region 
served by the network. According to this method, persons 
within the area are provided with warning devices that 
generate an emergency warning in response to a predeter- 
mined signal transmitted from one of the signal transmission 
stations in the cellular communication network. When an 
emergency situation occurs, at least one signal transmission 
station in the cellular communication network, appropriate 
to transmit the predetermined signal to warning devices in 
the affected geographic area, is selected. Then the predeter- 
mined signal is transmitted from the selected transmission 
station to cause warning devices in the selected geographic 
area to generate emergency warnings. 
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The emergency warning is thus selectively transmitted to 
those warning devices within a certain proximity of the 
selected transmission stations. By utilizing a preexisting 
cellular communication network, the only additional cost of 

5 implementing the method and system is the provision of 
warning devices, which can be relatively simple and inex- 
pensive. By making these devices universal (which is only 
possible by using selected transmission stations), the cost 

10 can be reduced and the method and system can function to 
provide emergency warnings to persons merely passing 
through the geographic area affected by the emergency. 

The method and system of the present invention improve 
the ability of emergency management agencies to reach the 
population. The method and system operate independently 
of regular telephone and electrical service, which can be 
compromised in emergency situations. The method and 
system reaches persons inside buildings where sirens might 

20 be difficult to hear and where televisions and radios may not 
be in operation. 

The system is simple in construction and operation. The 
warning units are triggered by a common predetermined 

M signal, and geographical selectivity is achieved by proximity 
to particular cellular transmission stations. This eliminates 
the need for geographic encoding of the warning devices, or 
programming units for specific locations. 

30 BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a flow chart of the method of the present 
invention; 

FIG. 2 is a schematic diagram of the embodiment of a 
35 system for implementing the method of this invention; and 

FIG. 3 is a map of a geographic region served by cellular 
communication network of the type utilized by the present 
invention, illustrating the operation of the method of this 
invention. 

40 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

According to the method of the present invention, persons 

45 within the geographic region to whom it would be desirable 
to communicate emergency warnings are provided with a 
warning device. In the case of weather warnings, the warn- 
ing device might be provided to everyone in the region. In 
the case of nuclear power plants or toxic waste handling 

50 sites, the warning devices might only be provided to those 
persons in the region likely to be affected- by an emergency 
at such plants or sites. t 
The warning device is preferably a simple, inexpensive 

55 device that generates a emergency warning in response to 
receiving a predetermined signal. The emergency warning 
can be an audible alarm, a recorded or generated spoken 
warning, a visible warning, such as a flashing light, a tactile 
warning, such as a vibration or any combination thereof. The 

60 devices can all be made to be responsive to the same 
predetermined signal, and preferably are responsive to the 
same signal, the geographic selectivity of the emergency 
warning is controlled by controlling the transmission of the/ 

6 5 preselected signal. If all of the devices are responsive to the 
same signal, then a device can be used to receive signals in 
any area where the signal may be given. Thus, for example 
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if an automobile, truck, or train is carrying such a warning sion stations to reach the geographic area are identified. This 
device, and traverses a geographic area where a warning is can be done with a manual or automated look-up table, or 
being communicated, then the persons in the automobile, geographically on a map, or otherwise. In the fourth step, the 
truck, or on the train will likewise receive the emergency predetermined signal is transmitted from the identified trans- 
warning via the warning device. 5 mission stations, thereby activating the warning devices in 
Of course it is possible to make the warning device me vicinity of the identified transmission stations, and 
responsive to more than one preselected signal, and to have providing a warning to persons in proximity to the warning, 
the warning device generate different specific emergency device. 

warnings in response to differing preselected signals. Thus it 10 One possible implementation of the system of this inven- 

is possible to use this method and system to warn of varying tion is illustrated schematically in FIG. 2. The system 100 

degrees of emergency, or to warn of several different types comprises a device 102 for automatically identifying a 

of emergencies. For example, the method and system could geographic area where an emergency situation exists. The 

be used to send an emergency warning of a severe weather system also comprises a plurality of warning devices 104 

alert, a severe weather watch, and a severe weather warning. 15 disbursed in the region. The warning devices 104 generate 

In the preferred embodiment the warning device has a 110 an emergency warning in response to a predetermined signal 
VAC standard grounded male three-prong plug flush from a sfewl transmission station (TS) in a cellular com- 
mounted to the back of the device for wall mounting. The munication network (CCN). The system also includes a 
device would include a receiving antenna tuned to cellular 20 device 106 that automatically identifies one or more of the 
frequencies. The antenna is preferably flexible and/or signal transmission stations (TS) appropriate to transmit the 
retractable. The device preferably includes a DC power predetennined signal and causes the identified signal trans- 
supply to maintain a rechargeable back-up battery circuit. mission station to transmit the predetermined signal. The 

In the preferred embodiment the warning device has an „ wamin S dcviccs 104 within mc transmission raD 8 c of ^ 

audible signal, similar to that in many home smoke alarms. si ^ al transmission station arc activated b ? mc P^ 1 "" 

However, the warning device should have a distinctive mined and * towidc an emer g e ^V wa ™i°8 to those 

signal so that the warning signal is not confused with some pers0ns ™ the of the warnin S devices - For exam P le > 

other type of alarm. Hie warning device has suitable 102 identified an emergency situation in area 108, 

circuitry, whose design is well within the ability of a person 30 ^ dcvice 106 WOuld ldcntlfy Ac Slgnal fraDsmission stat i°n 

of ordinary skill in the art, that recognizes a preselected W 110 45 *W™P™tc to reach area 108, and cause the 

"MINS" cellular signal, transmitted from one or more sl S° al transmission 110 to send the predetermined 

selected transmission stations in the cellular communication s « oaL ^ actuates the warnin & devices 104 m me ^ 

network. The device also has suitable circuitry, also within « 108 ' but not other wamin S devices > which are to ° remote 

meabwtyofapersonofordi™^ from station U0 to rcart to the predetermined signals. 

to recognition of the "MINS" cellular signals to generate the OPERATI ON 

emergency wammg. The operation of the method and system of the presents 

When an emergency occurs, or is about to occur, affecting invention are best understood with reference to the FIG. 3 

a particular geographic area, one or more transmission 40 map . nG. 3 is a map of a geographic region served by a 

stations within the cellular communication net work are cellular communication network comprising a plurality of 

identified as appropriate to transmit the predetermined signal signal transmission stations identified with one or two-digit 

to warning devices in the selected geographic area. As a numbers. According to the method of this invention, if a 

general rule, the identified transmission stations will be 45 storm was identified at SI, thc signal transmission station 21 

those closest to the selected geographic area. The prese- wou ld be identified as appropriate to generate the predeter- 

lected signal is then transmitted from the identified signal mined signal to warning devices in areas affected by the 

transmission stations) to cause warning devices in the storm . The predetermined signal would then be transmitted 

selected geographic area to generate emergency warnings. f rom signal transmission station 21, causing warning 

Emergency management agencies or other authorities 50 devices in the vicinity of the station and in thc vicinity of the 
responsible for issuing emergency warnings can activate storm at SI, to generate emergency warnings. Similarly, if a 
specific transmission stations, for example by ground line storm were identified at S2, the signal transmission stations 
telephone and computer links. The system of this invention 8 and 52 might be identified as appropriate to generate the 
is readily adaptable to automation, for example, when a 55 predetermined signal to warning devices in areas affected by 
weather monitoring system identifies an emergency in a the storm. The predetermined signal would then be trans- 
particular geographic area, a computer can automatically mitted from signal transmission stations 8 and 52, causing 
identify the cellular transmission stations appropriate for warning devices in the vicinity of those stations and the 
that particular geographic area, and automatically cause the vicinity of the storm at 52 to generate an emergency warn- 
appropriate transmission stations to transmit the preselected 60 ing. 

signal- The method and system of the invention can also be 

One embodiment of the method of the present invention coupled with radio broadcast technology. For example, a 

is represented schematically in FIG. 1. In the first step, an warning device can be incorporated into a car, and coupled 

emergency situation is identified. In the second step, the 65 to the car radio such that when the warning device is 

appropriate geographic area for the emergency warning is triggered by thc predetermined signal, the warning device 

identified. In the third step, the appropriate signal transmis- tunes the radio, or if the radio is not on it turns on and tunes 
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the radio to an appropriate station. It is presently known to 
incorporate station identifying signals in radio broadcasts, 
an it is further known to provide radios capable of identi- 
fying these station identifying signals and automatically tune 
to stations with particular identifying signals. 

Thus, the warning device could cause the car radio to tune 
to a radio station with particular identifiers which station 
broadcasts appropriate warning messages. While this can be 
adopted for home or institutional use, it is particularly 
appropriate for use in vehicles, because the persons in 
vehicles are likely to be strangers to the area, and may not 
otherwise know what to do if just a simple alarm is given. 

What is claimed is: 

1. A method of communicating emergency warnings to is 
persons within a selected geographic area within a geo- 
graphic region served by an existing cellular communication 
system that comprises a plurality of signal transmission 
stations, the method comprising: 

providing a plurality of warning devices within the geo- 
graphic region; 

identifying one or more, but less than all, of the plurality 
of transmission stations in the cellular communication 
system appropriate to activate warning devices in the 25 
geographic area; and 

transmitting a predetermined signal from the identified 
transmission station or stations to activate all the active 
warning devices in the geographic area of the geo- 
graphic region, which warning devices generate emer- 30 
gency warnings in response to the predetermined sig- 
nal. 

2. The method of communicating emergency warnings 
according to claim 1, wherein the method comprises trans- 



20 



stations; and wherein the step of transmitting the predeter- 
mined signal comprises selecting from several predeter- 
mined signals, a predetermined signal that will cause the 
warning devices to generate an appropriate warning signal. 

6. The method of communicating emergency warnings 
according to claim 4 wherein the warning devices are 
coupled with a radio receiver, and automatically tune the 
radio receiver to a radio station in response to the predeter- 
mined signaL 

7. A method of communicating emergency warnings to 
persons within a selected geographic area within a geo- 
graphic region served by an existing cellular communication 
system that comprises a plurality of signal transmission 
stations, the method comprising: 

providing a plurality of warning devices in the geographic 
region, which warning devices generate an emergency 
warning in response to a predetermined signal trans- 
mitted from one of the signal transmission stations; 

identifying a selected geographic area where an emer- 
gency warning should be communicated to the persons 
in the area; 

identifying at least one signal transmission station in the 
cellular communication system, but less than all of the 
transmission stations of the plurality of signal trans- 
mission stations in the communication system, appro- 
priate to transmit the predetermined signal to the warn- 
ing devices in the selected geographic area; 

transmitting the predetermined signal only from the iden- 
tified signal transmission station to cause all the active 
warning devices in the selected geographic area to 
generate emergency warnings. 

8. The method of communicating emergency warnings 
according to claim 7 wherein the warning devices generate 



mitting one of several predetermined signals, and wherein 35 different warning signals in response to different predeter- 



the warning devices generate different warnings depending 
upon what predetermined signal is transmitted. 

3. The method of communicating emergency warnings 
according to claim 1 wherein the warning devices are 
coupled with a radio receiver, and automatically tune the 
radio receiver to a radio station in response to the predeter- 
mined signaL 

4. A method of communicating emergency warnings to 
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mined signal transmitted from one of the signal transmission 
stations; and wherein the step of transmitting the predeter- 
mined signal comprises selecting from several predeter- 
mined signals, a predetermined signal that will cause the 
warning devices to generate an appropriate warning signal. 

9. The method of communicating emergency warnings 
according to claim 7 wherein the warning devices are 
coupled with a radio receiver, and automatically tune the 



persons within a selected geographic area within a geo- 45 radio receiver to a radio station in response to the predeter- 



graphic region served by an existing cellular communication 
system that comprises a plurality of signal transmission 
stations, the method comprising: 

providing a plurality of warning devices in the geographic 
region, which warning devices generate an emergency 
warning in response to a predetermined signal trans- 
mitted from one of the signal transmission stations; 
identifying at least one signal transmission station in the 
cellular communication system, but less than all of the 
transmission stations of the plurality of signal trans- 
mission stations in the cellular communication system, 
appropriate to transmit the predetermined signal to the 
warning devices in the selected geographic area; 
transmitting the predetermined signal only from the iden- 
tified signal transmission station or stations to cause all 
the active warning devices in the selected geographic 
area to generate emergency warnings. 
5. The method of communicating emergency warnings 
according to claim 4 wherein the warning devices generate 
different warning signals in response to different predeter- 
mined signal transmitted from one of the signal transmission 



50 



55 



60 



65 



mined signal. 

10. A system for communicating emergency warnings to 
persons within a selected geographic area within a geo- 
graphic region served by an existing cellular communication 
system that comprises a plurality of signal transmission 
stations, the system comprising: 

a plurality of warning devices in the possession of persons 
within the geographic region, the warning devices 
generating an emergency warning in response to a 
predetermined signal transmitted from a signal trans- 
mission station in a cellular communication network; 
a device for identifying one or more signal transmission 
stations in the cellular communication system, but less 
than all of the plurality of signal transmissions stations 
in the cellular communication system, appropriate to 
transmit the predetermined signal to the warning 
devices located within the selected geographic area, 
and causing the transmission stations identified to 
transmit the predetermined signal to cause all the active 
warning devices in the selected geographic area to 
generate emergency warnings. 
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U. The system according to claim 10 wherein the warning 
devices are coupled with a radio receiver, and automatically 
tune the radio receiver to a radio station in response to the 
predetermined signal. 

12. A system for automatically identifying emergency 5 
situations and communicating emergency warnings to per- 
sons within a selected geographic area within a geographic 
region served by an existing cellular communication system 
that comprises a plurality of signal transmission stations, the jo 
system comprising: 

a device for automatically identifying a geographic area 
where an emergency situation exists; 

a plurality of warning devices in the possession of persons 
within the geographic region, the warning devices 15 
generating an emergency warning in response to a 
predetermined signal transmitted from a signal trans- 
mission station in a cellular communication system; 



a device for automatically identifying one or more signal 
transmission stations in the cellular communication 
system, but less than all of the plurality of signal 
transmission stations system in the cellular communi- 
cation system, appropriate to transmit the predeter- 
mined signal to all the warning devices in the selected 
geographic area, and causing only the transmission 
stations identified to transmit the predetermined signal 
from the identified signal transmission station to cause 
the active warning devices in the selected geographic 
area to generate emergency warnings. 
13. The system according to claim 12 wherein the warn- 
ing devices are coupled with a radio receiver, and automati- 
cally tune the radio receiver to a radio station in response to 
the predetermined signal. 
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(57) ABSTRACT 

A wireless warning system for alerting and advising selected 
uses of a potential or existing emergency within a predeter- 
mined geographic area. The system operates on the principle 
of a common or party-line pager communication link, where 
all users within the predetermined geographic area are 
alerted simultaneously of the emergency situation. When the 
system is activated a detectable alarm, in the form of an LED 
readout panel for portable pager receivers, or as an audio or 
visual alarm for fixed structures, alerts all users in the 
geographic area. 
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WIRELESS WARNING SYSTEM 
FIELD OF THE INVENTION 

The present invention is directed to the field of wireless 
warning systems for rapidly warning selected system users, 
via a pager communication link, of various types of 
emergencies, particularly as a rapid and broad instantaneous 
system for a group of individual users, where a critical 
emergency may be a tornado warning or watch. 

BACKGROUND OF THE INVENTION 

The present invention relates to a system for providing 
warning information to users, such as to a pager-type 
system, or similar receiver, where rapidly transmitted emer- 
gency information can be critical in helping to avoid a 
potentially dangerous situation. 

Most people today must rely upon the mass media, such 
as television and radio, to advise them of various emergency 
situations. These emergency situations vary from daily traf- 
fic reports, to more serious situations, such as hurricanes, 
tornadoes, plane crashes, chemical and plant accidents, etc. 
Unfortunately, one must be listening or watching to be aware 
of the specific emergency. Even where the emergency occurs 
at a fixed facility, such as a plant or prison, one must be 
within earshot to hear any alarm that may be sounded by the 
facility. 

Despite the strides that have been made by the National 
Weather Service in determining areas of potential concern 
for tornadoes, through satellite technology and computer 
modeling, tornadoes continue to be emergencies that cause 
unfortunate injury and death throughout the United States 
and other countries each year. As good as those efforts have 
been in recent years, the problem exists in notifying the 
public. Unless one is listening to a radio or television, one 
might not even be aware of a "watch," much less a ''warn- 
ing." Clearly, when one is asleep, an advanced alert is 
impossible. 

U.S. Pat. No. 5,278,539, to Lauterbach et al., represents a 
proposed solution to provide an alerting and warning system 
for alerting or warning large numbers of people of the 
occurrence or threat of an emergency using available com- 
munications media. Multiple facilities are monitored for the 
occurrence of multiple alarm conditions. On the occurrence 
of such a condition, radio or telephone contact is made with 
a Local Emergency Planning Committee (LEPQ and the 
LEPC is notified of the site and nature of the alarm condi- 
tion. Using a predetermined listing or data bank the LEPC 
selects a number corresponding to the site and condition and 
transmits such number to an automated controller for a radio 
transmitter. The transmitter may be part of an existing radio 
paging system. The automated controller, on the basis of the 
number dialed in by the LEPC, transmits an appropriate 
Code Assignment plan (Cap Code) signal. The Cap Code 
signal is the electronic signature of a preprogrammed Cap 
Code chip within individual radio receivers positioned at the 
sites of intended alarm recipients. The Cap Codes are 
individually assigned and utilized to effect the notification of 
predetermined individuals related to specific alarm condi- 
tions. Upon a receiver being actuated by receipt of its Cap 
Code an alarm is actuated to produce a sensory alarm signal 
such as sound or light. A detector is provided at the alarm 
site and upon detecting the sensory alarm acknowledges to 
the monitored facility the occurrence of the alarm. 

There are limitations, however, to the system of Lauter- 
bach et al. The Lauterbach et al. system relies upon indi- 
vidual pager units, with each such unit to be called. That is, 
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whether the pager units are called one by one, or as part of 
a pre-programmed list that is auto dialed by computer, the 
system thereof still requires dialing all of the individual 
numbers of the respective pager units. With electrical power 

5 lost, individual dialing would be of no real value as a 
warning system. 

U.S. Pat. No. 5,588,038, to Snyder, teaches a more recent 
wireless system for communicating with a remote location, 
such as an automobile. The system thereof includes a calling 

10 transceiver, a central transceiver, and a satellite, whereby the 
calling transceiver and the central transceiver are used to 
transmit a forward wireless communication over-the-air, 
through the satellite, and to a pager transceiver located in the 
remote location in order to control a device located in the 

15 remote location. Upon receiving the signal, the pager trans- 
ceiver generates a first signal, which is received by a tripping 
circuit, which in mm generates a second signal. The second 
signal causes a switch to trip, which thereby controls the 
device located at the remote location. The pager transceiver 

20 also has the capacity to transmit reverse wireless commu- 
nications through the satellite, which allows monitoring of 
the device. This is at best an alarm system for tracing a 
stolen car, for example, but it is not an effective means for 
alerting a person of an emergency. 

25 The invention hereof is uniquely distinctive by the ability 
to provide simultaneous emergency warning information to 
selected users of a wireless pager or related type system, 
where such information may be rapidly and automatically 
transmitted to such users within a designated geographic 

30 area served by the service provider. The manner by which 
this invention provides this unique warning alert will 
become apparent to those skilled in the art from the follow- 
ing description, particularly when read in conjunction with 
the accompanying drawings. 

35 SUMMARY OF THE INVENTION 

The present invention relates to a wireless warning system ! 
to alert and advise selected users to potential or existing 
emergencies within a geographic area covered by a service 

^ provider, where the system operates on the principle of a 
common or party-line pager communication link. The sys- 
tem comprises a user program in which each selected user 
has a coded party-line number that is activated by an 
emergency agency to alert said user of the emergency. The 

45 service provider, in communication with various emergency 
detection stations, such as police, fire, weather, etc., receives 
the emergency information regarding the geographic area 
for the emergency, and transmits the information simulta- 
neously to all users. By this system the users are quickly 

50 advised of an emergency at a location, i.e., permanent home, 
mobile home, office, or school, or other location as more 
clearly defined hereafter. 

An alternative use of the system hereof may be as a rapid 
means to simultaneously notify a group of users, such as a 

55 group of children at a large theme park, military personnel 
theater or plant supervisory personnel to assemble at a given 
location, or the like. 

Accordingly, an object of this invention is to provide a 
system for alerting and advising users thereof of an 

50 emergency, when the user does not have the ready conve- 
nience of a mass media source of information. 

A further object hereof is a warning system that can 
delineate and accurately define the nature and severity of an 
emergency. 

65 Another object of this invention lies in the ability to 
simultaneously alert all users of the system within the 
geographic area where the emergency is located. 
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Still another object hereof lies in its use in non-emergency programmed for the geographic area of concern, such as the 

situations, where a selected group of individuals may be purchaser's zip code area, then the unit is mounted on a wall, 

alerted simultaneously to assemble at a particular location, for example, ready to be activated. This will become clearer 

such as a group of children at a theme park, or plant officials in the following description. 

for an important meeting. 5 Turning now to the drawings, FIG. 1 illustrates at least a 

A further object of this invention is a wireless commu- P ortion of an exemplary geographic area 10 that may be 

nication system that can utilize conventional wireless receiv- W*eM* first operatmg mode of this invention 

ers or systems, such as pager transmission companies to ° D gcog ? pmc arca *° 15 " cl ? n S atcd PJ* 12 

pager-type receivers, pager units, or fixed alarm device, £S^S« 

These and other objects will become more apparent to ted to the local EMS. It will be understood that the geo- 

those skilled in the art from the following description, graphic area may be defined differently to more aptly 

particularly when read in conjunction with the accompany- describe the local layout. If zip code areas are too large for 

ing drawings. a meaningful use of the system hereof; such areas may be 

BRIEF DESCRIPTION OF DRAWINGS » S^^ZE*" ^ ^ 

The invention is illustrated in the drawings in which like FIG. 2, in conjunction with FIG. 1, best illustrates the 

reference characters designate the same or similar parts or operation of the first operating mode of the system of this 

features throughout the several views of which: invention, whereas FIG. 3 illustrates a preferred pager-type 

FIG. 1 is a representation of a typical geographic area to 20 receiver tha * may be incorporated into said system in fixed 

be covered by a first operating mode for the wireless structures, such as permanent homes, mobile homes, 

warning system of the present invention, where the geo- schools, occupied buildings, etc. Alternatively, instead of a 

graphic area may be a series of adjoining zip code areas, as P a S er a pager/cellular phone or a personal communication 

known in the art, within a metropolitan area covered by the system can be used. 

system hereof; 25 The National Weather Service, (NWS) constantly moni- 
FIG. 2 is a pictorialized diagram of the system of the ^rs the weaker throughout the United States, and is par- 
present invention, illustrating an exemplary first operating Jf 1 ^ u acUve humcane and tornado seasons, 
mode thereof; Further, the monitoring is particularly refined through years 
~ . c . c . of experience and computer modeling. Despite the technol- 
FIG 3 * a cutaway -view of a device for Panting ' breakthroughs, tornadoes remain a natural disaster that 
detectable alarm for a fixed structure within an alert of the continue to ^ mjuries ^ f ltlhtics m 
geographic area, such as a home, school, or occupied public and Midwcstem ^ J f ^ United State& 
or private building, in response to an electronic signal from . . .„ ... . 
an emergency notifier, in accordance with the first operating J^f ™ S agencies, where the numeral 14 designates the 

mode of the present invention; and T J^J*?®*^ *™ u- 5° l ° ro ^ u ™ at,on J?* , 

_ . _ . , 35 the NWS. As tornadoes are highly possible a watch is 

FIG. 4 is a plan view of a typical wireless pager-type noted> ^ M for me path n ^ 1}> whefe me ^ l 

receiver, illustrating a detectable alarm m the form of an simply ^ oae or ^ numberS) depending on the 

LCD message on said receiver, in accordance with the coverage area of said path relative t0 one or Wo ^ code 

second operating mode of the present invention. areas> t0 ^ ^ wa (A . 1} to (A . o) that a , Valch >. ^ in 

DETAILED DESCRIPTION OF THE 40 place * Subsequently, if the "watch" has to be upgraded to a 

PREFERRED EMBODIMENT "warning," a second coded call will be made to the users 

(A-l) to (A-n) to alert them that a "warning" is now in place 

The present invention is directed to a pager-type commu- and protective cover is appropriate for everyone at the 

nication system that operates on the principle of a common location. However, since tornadoes can move rapidly, it may 

coded signal, or party-line, for all users of the system within 45 be necessary to designate a "watch" for a different zip code 

a prescribed geographic area. Within this mode of operation area, such as users, (B-l) to (B-n). However, since this can 

there are two principal applications for the system: (a) a be accomplished by a single coded call, the users are quickly 

means to rapidly and simultaneously warn all users thereof and simultaneously advised of the "swatch." 

of an emergency, such as a tornado watch or warning, and Since the primary purpose of the first operational mode 

(b) as a means to quickly and simultaneously notify such 50 for the system hereof is to warn and alert people in fixed 

users of an impending event. structures, a conventional and expensive, mobile pager 

(While the first operating mode for the system hereof relies receiver is neither used nor necessary. A feature of the 

upon a pager service provider, such as a phone company, present invention is the provision of an economical receiver 

there would be no user fees to the ultimate user of the that is affordable by most people. One such receiver is 

service, thus making the system quite unique. If a fee were 55 illustrated in FIG. 3. The device 20 is sized like a typical 

required, it would be the responsibility of the government "smoke alarm" and may include a pager circuit 22 in 

agency which would notify the users of an emergency, such communication through an antenna 24 with the service 

as the Emergency Management System (EMS). At best, only provider, more specifically the EMS, and at least a pair of 

a small fee would be required as the system utilizes a detectable alarm means. In the embodiment of FIG. 3, one 

common pager number. The signal is a common signal 60 such alarm means may be high level horn 26, i.e., 85 dB, and 

similar to an AM or FM radio signal. As with radio, one does a flashing light 28. By incorporating plural alarm means, it 

not have to buy air time or subscribe to any service, one is possible to readily categorize the nature of an emergency, 

simply purchases a radio receiver and can receive all the For example, the light may flash in response to a first coded 

signals broadcast in the local or geographic area. The signal to advise of a tornado "watch", whereas the horn may 

pager-type receiver, as employed in this invention, and as 65 be sounded as the result of a second coded signal to advise 

^ explained in more detail hereafter, is similar. That is, one of a tornado "warning", and hence the need to seek protec- 

*l simply purchases a pager-type receiver that is already pre- tive cover. 
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The alternate or second operating mode for the system of 
this invention, while still operating on the principle of a 
common pager communication link, may be for essentially 
private use. For example, there may be interest for the 
system at a theme park, such as Disney World, where it is 5 
common for large groups to visit The group would work in 
conjunction with the theme park, where the theme park 
management may provide, on loan, a number of pager 
receivers to be used by chaperons or subgroup leaders. Each 
subgroup would be provided a pager receiver, with a com- 10 
mon coded number, where the overall group leader, func- 
tioning like the EMS in the first operating mode, may 
simultaneously contact and advise all subgroup leaders, 
through a pager communication link operated by the theme 
park, on information pertinent to the full group. The pager 15 
receivers, where an exemplary receiver is shown in FIG. 4, 
may include an LED panel on which the information may 
appear. The message may be merely a reminder of "lunch" 
or "departure,", or it may be an emergency situation involv- 
ing a group member. Particularly in large theme parks, 20 
where it may be difficult to keep a large group together, such 
a system offers a degree of comfort that simultaneous 
contact with the entire group is possible at all times. 

Another area of private interest for the system hereof is as 
a simultaneous paging system for a large business plant or 25 
complex, where it may be necessary to summons key 
personnel to an important meeting, for example. This system 
would avoid the need to individually dial and contact the key 
personnel in question. 

Moreover, military, firemen, emergency response teams 30 
(e.g., SWAT teams) may all benefit from a simultaneous 
command signal (e.g., need to retreat/regroup) being sent 
over a large or small area. The present invention provides a 
rapid, inexpensive and direct system for achieving this 
result. 

Although only a few exemplary embodiments of this 
invention have been described in detail above, those skilled 
in the art will readily appreciate that many modifications are 
possible in the exemplary embodiments without materially ^ 
departing from the novel teachings and advantages of this 
invention. Accordingly, all such modifications are intended 
to be included within the scope of this invention as defined 
in the following claims. In the claims, means plus function 
claims are intended to cover the structures described herein 45 
as performing the recited function and not only structural 
equivalents but also equivalent structures. Thus although a 
nail and a screw may not be structural equivalents in that a 
nail employs a cylindrical surface to secure wooden parts 
together, whereas a screw employs a helical surface, in the 5Q 
environment of fastening wooden parts, a nail and a screw 
may be equivalent structures. 

It should further be noted that any patents, applications or 
publications referred to herein are incorporated by reference 
in their entirety. 55 

I claim: 

1. A one-way wireless pager warning system for alerting 
and advising selected users of a potential or existing emer- 
gency within at least one predetermined geographic area, 
said system comprising: 



35 



a) a distinct common pager communication link commu- 
nicating with plural pager receivers programmed to a 
common coded address for each said geographic area; 

b) at least one detection station for receiving said infor- 
mation regarding said emergency; 

c) a central receiving station for receiving and monitoring 
said information and identifying at least one said area 
associated with said emergency; 

d) means for selectively and simultaneously transmitting 
a single coded electronic signal from said central 
receiving station to all said users within said area, 
where said users are subscribers to said common pager 
communication link with the same coded address; and, 

e) means for generating a detectable alarm in response to 
said coded electronic signal to said users, where said 
alarm further categorizes the nature of the emergency. 

2. The wireless warning pager system of claim 1, wherein 
said geographic area may be subdivided into plural zones, 
with each said zone being individually and uniquely iden- 
tified by a different specific coded pager communication 
link. 

3. The wireless pager communication system of claim 2, 
wherein each said pager communication receiver includes 
the capability for said user to program said receiver to a 
second preceded address for a second said geographic zone. 

4. The wireless warning pager system of claim 1, wherein 
said emergency may be weather related, and is further 
categorized into the nature of said emergency. 

5. The wireless warning pager system of claim 1, wherein 
said means for generating said detectable alarm includes a 
fixed unit having plural alarm systems, where each said 
alarm system is used to identify a specific emergency. 

6. The wireless warning pager system of claim 5, wherein 
said plural alarm system may include a combination of a 
combination of a flashing light and an audio sounding 
means. 

7. A wireless pager communication system for simulta- 
neously alerting a selected group of individuals, located 
within a prescribed geographic area, of an event or emer- 
gency within said geographic area, said system comprising: 

a) a plurality of pager-type receivers programmed to the 
same coded address, each said receiver being assigned 
to a respective said user; 

b) an alerting station having a pager communication link 
to each pager-type receiver, where said pager commu- 
nication link utilizes a common code for all said 
receivers; 

c) means for activating said pager communication link, 
through said alerting station, by the selective transmis- 
sion of a coded electronic signal to all said receivers 
having the same coded address; and, 

d) means for generating a detectable notice in all said 
receivers in response to said coded electronic signal, 
where said notice identifies said event or emergency. 
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ABSTRACT 



To detect and/or prevent the use of radio communication 
equipment in situations or places in which such use is 
undesirable, according to the invention a short-range radio 
communication unit may be used to detect portable radio 
communications unit in the vicinity and transmit to any such 
units that are turned on, either a command to turn them off 
or a message to the bearer of the phone. The telephone also 
comprises a short-range radio communications unit for this 
purpose. 
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METHOD AND APPARATUS IN A MOBILE 
COMMUNICATIONS NETWORK 

TECHNICAL FIELD 

[0001] The present invention relates to mobile telephones 
an in particular to a method and an apparatus for preventing 
use of mobile telephones in situations where it is undesir- 
able. 

DESCRIPTION OF RELATED ART 

[0002] Mobile telephones and other terminals utilizing 
wireless communication, such as personal computers, are 
being used to an increasing extent. In some cases this is very 
annoying to other people, for example, telephones ringing 
during concerts or at cinemas. Some times the owner of the 
phone even answers and engages in a conversation without 
leaving the room. 

[0003] In hospitals, for example, radio signals transmitted 
by mobile telephones sometimes interfere with technical 
equipment. In airplanes all use of equipment containing 
radio transmitters is prohibited because they may interfere 
with the control electronics. Even in these situations, people 
sometimes ignore the ban on this type of equipment, or just 
forget to turn their mobile telephones off when entering an 
air plane or hospital area, or a concert hall or the like. 

[0004] Patent specifications WO 96/29687 and U.S. Pat. 
No. 5,543,779 both describe methods for detecting any 
mobile telephones nearby that are engaged in communica- 
tion with a base station. With this method, only a few of the 
mobile telephones present will be detected, and they will be 
so at a stage when the mobile telephone is already trans- 
mitting signals to the base station. This means that sensitive 
equipment may already be disturbed and it is probably too 
late to stop the telephone from ringing. 

OBJECT OF THE INVENTION 

[0005] It is an object of the invention to enable the 
detection and/or prevention of the use of radio communica- 
tion equipment in situations or places in which such use is 
undesirable. 

SUMMARY OF THE INVENTION 

[0006] This object is achieved according to the invention 
by a first radio communication device adapted to 

[0007] transmit a radio signal instructing other radio 
communication devices within a certain range from the 
unit to identify themselves; 

[0008] receive and interpret the response signals; and, 

[0009] in dependence of the response signal received 
from each radio communication device: 

[0010] transmit a message to the radio communica- 
tion device 

[0011] transmit a message to the user of the radio 
communication device, or 

[0012] order the radio communication device to turn 
itself off. 



[0013] The object is also achieved by a portable radio 
communication device comprising means for communicat- 
ing in a cellular telephone network and low power radio 
communication means 

[0014] characterized in that it comprises means for 

[0015] in response to a low power radio message 
instructing it to identify itself, transmitting a 
response signal; 

[0016] receiving a message and/or instructions and 
act upon them. 

[0017] The object is also achieved according to the inven- 
tion by a method of controlling the use of mobile terminals, 
comprising the following steps: 

[0018] transmitting a radio signal from a central unit 
instructing all radio communication units within a 
certain range to identify themselves 

[001 9] transmitting response signals from each portable 
radio communication unit within the range; 

[0020] transmitting instructions from the central unit to 
each portable radio communication units in depen- 
dence of the content of the response signal; 

[0021] the portable radio communication unit respond- 
ing to the instructions. 

[0022] In this way, portable radio communications device 
may be switched off automatically by the first radio com- 
munication device, or the user of the mobile phone can be 
reminded that the phone should be turned off. 

[0023] According to a preferred embodiment the first radio 
communication device is adapted to transmit an alarm if all 
mobile terminals do not respond to said message or order 
within a certain time period. 

[0024] According to another embodiment the portable 
radio communication device is adapted to shut itself down 
when instructions to do so are received. 

[0025] Instructions may also, instead of a shutdown com- 
mand, comprise the order to notify the person carrying the 
portable radio. 

[0026] It is foreseen that in a few years' time, most mobile 
telephones will include low power radio transmitters having 
a range of, typically, 10 m or 100 m, for example according 
to the Bluetooth standard. These radio transmitters will be 
used for a number of purposes: 

[0027] For signalling to and from a telephone in the PSTN 
network so that the mobile telephone can be used as a 
cordless phone in the PSTN network when the user is close 
enough to his/her home telephone, or to connect a wireless 
headset to either the mobile phone or to the PSTN network 
using Bluetooth. 

[0028] To transmit data between the mobile telephone and 
other units, for example personal computer, for example, if 
the user keeps a diary and/or a phone book in the mobile 
phone and wants the diary and/or phone book in his/her PC 
to be updated with information from the mobile telephone. 

[0029] These functions are described, for example, in 
WO97/34403 and WO 98/11707. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0030] Id the following, the invention will be described in 
more detail, by way of preferred embodiments and with 
reference to the drawings, in which: 

[0031] FIG. 1 is an overall schematic representation of the 
units according to the invention and bow they interact; 

[0032] FIG. 2 is a schematic representation of a mobile 
telephone according to one embodiment of the invention; 

[0033] FIGS. 3A and 3B are flow charts of a first and a 
second embodiment of the method according to the inven- 
tion. 

DETAILED DESCRIPTION OF EMBODIMENTS 

[0034] FIG. 1 is a schematic representation of the units 
according to the invention. In this example the method 
according to the invention is implemented for a building 1, 
but it may just as well be an airplane, or the gate area at an 
airport, or any other area. 

[0035] In the building 1, there are a number of mobile 
telephones 3, 5 that may be used for mobile communication 
in mobile telephone networks, represented in the Figure by 
a base station 7. This type of communication is well known 
in the art. The mobile telephones 3 may operate according to 
any standard known in the art, including Time Division 
Multiple Access (TDMA), Frequency Division Multiple 
Access (FDMA), Code Division Multiple Access (CDMA), 
and Wideband CDMA. Accordingly the mobile terminals 
will not all connect to the same base station. Each mobile 
terminal will connect to a base station 7 in a network 
providing the appropriate standard. However, for simplicity, 
only one base station is shown in this figure, since the 
communication between the mobile telephones and the 
telephone networks is not essential to the invention. 

[0036] In the example, one mobile telephone 3 in the 
building 1 is currently involved in a connection to the base 
station 7. Another mobile phone 5 is not involved in a 
connection, but is turned on. There may be other telephones 
in the building that are not turned on. These phones will not 
be affected by the invention, and are not showa There are, 
of course, also a number of mobile telephones 9 outside the 
building. 

[0037] In the building 1 there is also a central radio unit 11 
comprising a transmitter 13 transmitting low power radio 
signals. The power of the radio signals is adjusted so that the 
signal will be received by mobile telephones 3, 5 inside the 
building, but not the mobile telephones 9 outside the build- 
ing. 

[0038] The low power radio signal tells the mobile tele- 
phones 3, 5 to respond by transmitting a similar signal to 
identify themselves to the central unit U, for example, by 
the type of equipment they are. This signal is received by a 
receiving part 15 and processed in a processor 17 in the 
central unit 11. This identification is necessary, or at least 
desirable, to make sure that only equipment that really has 
to be turned off is, especially in the cases when an alert is 
sent out if all radio transmitting equipment is not turned off. 
For example, there is no need to turn off television sets or 
radios. The processor 17 also controls the transmitting and 
receiving parts 13, 15. 



[0039] In order for the method according to the invention 
to work, the mobile telephone must include a low power 
radio transmitter of the specified kind, and software for 
handling the functions, as will be described in connection 
with FIGS. 2 and 3. For mobile phones not including such 
units, a piece of additional equipment may be used to enable 
the mobile phone to communicate with the central radio unit. 

[0040] FIG. 2 shows a general mobile telephone 21 
according to the invention. As an example, a GSM telephone 
is shown. 

[0041] The telephone shown in FIG. 2 comprises an 
antenna 27 used to receive and transmit signals through the 
air interface. The signals received by the antenna are pro- 
cessed in a radio unit 29 and a processing unit 31 before they 
arc played to the subscriber through a loudspeaker 33. The 
actual processing steps performed, such as demodulation, 
D/A conversion equalization and decoding, depend on the 
signalling system and are well known to the person skilled 
in the art. Speech is registered by a microphone 35 and 
processed by the processing unit 31 and the radio unit 29 
before it is transmitted from the antenna 27. As common in 
the art, the processor may also control a keyset and display 
(not shown). 

[0042] According to the invention, the telephone also 
comprises a short-range radio transmitter unit 37, for 
example, a Bluetooth transmitter, controlled by the process- 
ing unit 31. 

[0043] As discussed above, the short-range radio trans- 
mitter included in the mobile terminal according to the 
invention may, and probably will, be used for other purposes 
than that according to the invention. 

[0044] If the hardware and/or software needed for the 
method according to the invention is not included in the 
mobile terminal, a plug-in unit comprising the necessary 
hardware and software can instead be connected to the 
mobile telephone. 

[0045] FIG. 3A is a flow chart of the method according to 
a first embodiment of the invention: 

[0046] Step 101: The central unit sends out a request 
signal requesting all mobile telephones and other units 
transmitting radio signals to identify themselves. 

[0047] Step 102: Each radio transmitting unit, when 
receiving the signal from the central unit, identifies 
itself to the central unit by a response signal. This signal 
preferably includes the type of unit and the type or 
types of communication it may engage in. 

[0048] Step 103: The central unit interprets each of the 
response signals received, and determines for each 
communication device that has responded, if this 
device has to be turned off or not, or to be partially 
turned off. 

[0049] Step 104: If the device should be turned off, go 
to step 105; if an instruction or another message should 
be sent to the device , go to step 107; if nothing should 
happen, end of procedure. 

[0050] Step 105: The central unit orders the device to 
turn itself off. 
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[0051] Step 106: The device turns itself off. The next 
time a request signal is sent out from the central unit, 
this device will not be registered. End of procedure. 

[0052] Step 107: The central unit sends a message to the 
communication device. Any type of message that the 
device can handle may be sent, for example "turn of 
mobile phones", or "switch to short distance radio for 
communication". End of procedure. 

[0053] FIG. 3B is a flow chart of the method according to 
a second embodiment of the invention: 

[0054] Step 201: The central unit sends out a request 
signal requesting all mobile telephones or other units 
transmitting radio signals to identify themselves. 

[0055] Step 202: Each unit transmitting radio signals, 
when receiving the signal from the central unit, iden- 
tifies itself to the central unit by a response signal. 

[0056] Step 203: The central unit interprets each of the 
response signals received, and determines for each 
communication device that has responded, if this 
device has to be turned off or not. 

[0057] Step 204: If the device should be turned off, go 
to step 205; if nothing should happen, end of procedure. 

[0058] Step 205: The central unit orders the device to 
turn itself off. If the device offers several communica- 
tion functions, for example, communication in a cel- 
lular network, which may be dangerous, and low power 
radio communication, only the undesired functions will 
have to be turned off, for example, the long-distance 
radio transmitting parts. 

[0059] Step 206: The device transmits a confirmation 
signal to the central unit, then turns itself off. 

[0060] Step 207: If confirmation signals are not 
received from all devices that should be turned off, 
within a certain amount of time, a message may be 
transmitted. This may be a private alert to the owner of 
the device that was not turned off, or a public alert or 
alarm. For example, in airplanes or in hospitals, a 
public alert may be appropriate to draw attention to the 
fact that electronic equipment may be disturbed. End of 
procedure. 

1. A first radio communication device (11) comprising 

transmitting means (13, 17) for transmitting a radio signal 
instructing portable radio communication devices 
within a certain range from the unit to identify them- 
selves; receiving means (15, 17) for receiving and 
interpreting the response signals; and, means (13, 17) 

I for, in dependence of the response signal received from 

\ each radio communication device: 

1 transmitting a message to the radio communication 
device 

I transmitting a message to the user of the radio com- 
j munication device, or 

ordering the radio communication device to rum itself 
off 



2. A first radio communication device according to claim 
1, adapted to transmit an alarm if all mobile terminals do not 
respond to said message or order within a certain time/ 
period. 

3. A first radio communication device according to claim 

1 or 2, adapted to order a mobile terminal that does nou. 
respond to said message or order within a certain time period 
to turn off the cellular communication function. 

4. A first radio communication device according to claim 
1, 2 or 3, adapted to order mobile terminal that does not 
respond to said message or order within a certain time period 
to switch to a short range communication mode. 

5. A first radio communication device according to claim 
1, 2, 3 or 4, wherein the transmitting means (13) and/or the 
receiving means (15) are short range wireless communica- 
tion means, for example according to the Bluetooth stan- 
dard. 

6. A portable radio communication device (21) compris- 
ing means for communicating in a cellular telephone net- 
work and low power radio communication means charac- 
terized in that it comprises identifying means (37) for 

in response to a low power radio message instructing it to 
identify itself, transmitting a response signal; 

receiving a message and/or instructions and act upon 
them. 

7. A portable radio communication device according to 
claim 6, adapted to shut itself down when instructions to do 
so are received. 

8. A portable radio communication device according to 
claim 6 or 7, adapted to switch to a short-range communi- 
cation mode when instructions to do so are received. 

9. A portable radio communication device according to 
claim 6, 7 or 8, wherein said identifying means (37) is a 
short-range wireless communication means, for example 
according to the Bluetooth standard, for receiving said low 
power radio message. 

10. A method of controlling the use of mobile terminals, 
comprising the following steps: 

transmitting a radio signal from a central unit instructing 
all radio communication units within a certain range to 
identify themselves 

transmitting response signals from each portable radio 
communication unit within the range; 

transmitting instructions from the central unit to each 
portable radio communication units in dependence of 
the content of the response signal; 

the portable radio communication unit responding to the 
instructions. 

11. A method according to claim 10, wherein said instruc- 
tions comprise the order to notify the person carrying the 
portable radio. 

12. A method according to claim 10 or 11, wherein said 
instructions comprise the order to the portable radio com- 
munication unit to turn itself off. 

13. A method according to any one of the claims 10-12, 
wherein said instructions comprise the order to the portable 
radio communication unit to turn off the cellular communi- 
cation function. 

***** 
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ABSTRACT 



A pager includes a global positioning system receiver so that 
the pager may be interrogated by a remote requester for the 
user's current location. The information can be provided to 
the requester in response to a request made over the Internet. 
The requester can be queried for authentication information 
before providing the information. In this way, the position- 
ing information may be obtained automatically without 
requiring any action on the part of the pager owner. 

7 Claims, 4 Drawing Sheets 
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LOCATION REPORTING PAGER with the pager 10. The controller 16 may also control a 

display 22 which could, for example, be a liquid crystal] 

BACKGROUND display. As an example, the display 22 is controllable by the' 

The invention relates generally to pagers. controller 16 to display a map showing the pager's position/ 

Pagers are generally worn by a user and allow either 5 J n additio °> the controller 16 may in fact interact with a 

one-way or two-way communications. With one-way ke W ad 26 which ^tows alphanumeric characters to be 

communication, the user may receive an audible or vibratory * ntcrcd for transmission by the transceiver 18 or for other 

indication that someone is trying to reach him or her. Some functions. 

pagers also allow for messaging so that the user may receive The microcontroller 16 may also communicate with an 

an actual phone number or even a text message. Two-way 10 cvcnl generator 23. The event generator 23 may be respon- 

pagers allow the pager user to send communications to other s ^ c f° r receiving one or more inputs for keeping track of 

parties. one or more events. The event generator 23 may also 

Some pagers enable contact through the Interact. Apcrson f enera ^ a si S nal to contr °Uer H> which may be in the 

may access a web site and send a message addressed to a form of mterru P l when a particular preprogrammed event 

pager by typing a message into the web site and identifying 15 15 detec kd. Among the events that may be detected is 

the pager. The message is automatically transmitted to the acceleration of the pager 10, exceeding a low or high 

identified pager temperature set point, humidity, moisture, exceeding a time 

Hiere are a number of instances where it is very desirable £™ d f for a P articula * action °' for . ha ™8 ™ f veot 

to locate a particular person. It may be advantageous in 20 fCCeiVmg a ^mission or other similar events. A 

keeping track of a number of workers to be able to know at In ™P°«J* *> *f ^ceipt of an event from the event 

any particular time where those workers are. In some cases, generator 23, the microcontroller 16 may take appropriate I 

it may be desirable for parents to keep track of where their act 1 ion - In one embodiment of the invention, the microcoo- 

children are. In other cases, it may be a benefit in situations troUer 16 <*™k ; a message to be generated which defines the 

where a person could become lost. eveDt and specifies the location where the pager was when 

T - . . . . . . , the event occurred. This event information may be imme- 

In many of these cases it may be desirable that the user be 4 , . , . - . 4 . . . . « 

, . j _ ii » ii- • i_ • diatcly transmitted to a base station or it may be stored and 

located without actually telling the user that the user is being . . . , . « . T ; - A 

located. For example, if the uler has disappeared, has been ^ ansmi led *\ a later ^; Fo < exa j*P le > W 10 ma V 

kidnapped, or has been injured, it may be desirable to locate transmit events penodically at predetermined times. 

the user even though the user does not or cannot respond to 30 In addltl0n > *c event generator 23 may keep track of the 

a page. In other cases the user may prefer not to be bothered ? P ? coo^natcs of the pager 10. If those coordinates 

with location requests. deviate from the coordinates of a preprogrammed course or 

area, an event may be generated. For example, the user may 

SUMMARY input a predetermined path of travel. If the user substantially 

j , ... , ,. . • i j „ departs from that path of travel, an event may be generated 

In accordance with one embodiment, a pager includes a 35 . „ . . ' , •* 

i i_ i ... • 4 "J . . ™_ causing a transmission to occur. For example, if the user is 

global positioning system receiver and a transceiver. The ... & - . . . . „ v * , m . 

JLJZ is coup,cd ,o *c rc^ve, to tran^i, globa, ^^5^^^ 

positioning system coordinates of the receiver. J~ . . . . r 6 4 . , * . /. 

pager 10 is associated with an article, such as a container m 

BRIEF DESCRIPTION OF THE DRAWINGS ^ &e course of shipping, if the container takes a course which 

a . . - is not within the preprogrammed specifications, an event 

FIG. 1 is a block diagram depiction of a pager in accor- m ^ gcncratcc i 

dance with one embodiment of the present invention; ™ , . ' t& . . . 

, „ , , . The generated events may result m immediate transmis- 

FIG. 2 B a top plan view of the housing for the pager sion of B dcsaibeA abov6> these transmissions may occur 

snown in riu. 1, at p Cr j 0 dic intervals. As still another alternative, the micro- 

FIG. 3 is a block diagram depiction of a pager system that controller 16 may store the information about the events and 

could be used in connection with the pager shown in FIG. 1; may transmit the information when a request is received by 

FIG. 4 is a flow chart for software which may be utilized the GPS receiver 12, for example from a base station, 

by the system shown in FIG. 3; The controller 16 also controls a panic feature which may 

FIG. 5 is a flowchart showing software for implementing §q be implemented by operating a panic operator such as a 

a panic feature in the pager of FIGS. 1 and 2; and panic button 24. When a panic button is operated, the 

FIG. 6 is a flow chart showing software for implementing controller, in accordance with software that may be stored in 

a power down mode. the memory 20, automatically transmits the global position- 
ing system coordinates of the pager 10. This transmission 

DETAILED DESCRIPTION $s mav also M identifier for the particular pager 10 and 

Referring to FIG. 1, a two-way pager 10 may include a an indicator of the condition that has been encountered or, in 

global positioning system (GPS) antenna 28. The GPS general, that an emergency has arisen, 

antenna 28 provides a GPS positioning signal to a (GPS) Referring to FIG. 2, one exemplary housing 32 for 

receiver 12. The receiver 12 communicates with a controller implementing the embodiment shown in FIG. 1 includes a 

16 through an interface 14. The interface 14 could, for 60 display 22. The keypad 26 and a panic button 24 may be 

example, be an RS-232 or IEEE 488 adapter. The controller provided adjacent to the display 22. A global positioning 

16, which may be a microcontroller, may be responsible for system antenna 28 may be connected to the housing 32. 

receiving the global positioning coordinates developed by The pager 10 may be battery powered and may include a 

the receiver 12 and providing them to the transceiver 18 for backup battery in case the main battery fails. A low battery 

broadcast from the antenna 30. 65 report may be transmitted to alert others that imminent 

The controller 16 includes a memory 20 which may battery failure may occur. This low battery information may 

include software 74 for implementing the features associated also be used to transition the pager to a sleep mode. The 
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pager may be automatically awoken at a preset time or after 
the expiration of a given time period. Once transitioned out 
of the sleep mode, the pager may automatically transmit new 
position information. 

In the sleep mode the microcontroller, the display and 
other components may transition to a reduced power con- 
sumption mode. However, the receiver is always ready to 
receive a message. The power down cycle may be triggered 
by a lack of activity for a given time. Also, the power down 
device may be automatically, periodically powered up. 

Referring to FIG. 6, software 85 may be stored in the 
memory 20 to implement a power saving mode. If a lower 
battery condition is detected (diamond 86), the system may 
activate a backup battery (block 88). The pager may then 
automatically transition to a low power mode, as indicated 
in block 90. In this state transmission and receipt of mes- 
sages and operation of the display may be suspended. 

A timer may be incremented (block 92) until a given time 
period has passed (diamond 94). The pager may then be 
automatically powered up (block 96) to transmit a position 
message (block 98). Thereafter the pager may be automati- 
cally transitioned back to the low power mode (block 90). 

Moving now to FIG. 3, a paging system 33 which uses the 
pager 10 may also include one or more antennas 34 which 
are associated with a conventional paging system. The 
antennas 34 transmit page messages to pagers 10 in the 
vicinity of the antenna 34. In most page systems, a large 
number of antennas 34 are distributed throughout any given 
area and across the country. The pager 10 may be a two-way 
pager which communicates with the antenna by sending and 
receiving messages from the antenna 34 which happens to 
be proximate to the pager 10 at any particular time. 

Hie antenna 34 then repeats the messages it receives from 
pagers and forwards them to a paging central station 36. The 
central station 36 may include a transceiver 38, a computer 
40 and a modem 42. 

The modem 42, under the control of computer 40, may 
access information over the Internet 44. For example, a 
server 46 coupled to the Internet 44 may be associated with 
memory 48 and software 50. The server 46 may also be 
contacted by a remote computer 52 using a computer having 
a display screen 56 and a computer housing 54. The com- 
puter housing 54 may contain a processor 58, a modem 62 
and a memory 60 connected in a conventional fashion. The 
user of the computer 52 may query an Internet web site to 
send page messages to any particular pager 10. One may 
also request position information for a particular pager. 
When a request for position information is sent over the 
Internet 44 from a computer 52, it is processed by the server 
46 using resident memory 48 and software 50. The server 46 
may access the modem 42 and send a message from the 
station 36 to the antenna 34 to locate the pager 10. 

A variety of pager location systems may be utilized. In 
some systems, the pager may need to periodically transmit 
its position so that the system can locate it. In other systems, 
a message may be sent throughout the area in which the 
pager might be found so that wherever the pager is, it 
receives a message. 

Thus the server 46 determines the pager's position by 
prompting the pager to send a message containing its global 
position system coordinates. These coordinates may then be 
provided to the computer 52 if appropriate authentication is 
provided. 

To facilitate the use of the information by the computer 
52, the server 46 may provide the global positioning system 
information in the form of a map showing the current 
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position of the pager 10. Alternatively, the server 46 can 
provide appropriate information and the position may then 
be displayed on a map using software contained in the 
memory 60 of the computer system 52. 

Since the pager 10 is always "on", the system 33 can 
always locate the pager whether or not the pager owner 
actually knows that he or she is being located. In some cases, 
the pager owner 10 may limit the persons who have access 
to the location information. This function may be policed by 
10 the server 46 which includes a database of authorized users 
contained in the memory 48. Only if one of these users, 
presenting appropriate authentication, inquires of the loca- 
tion of the pager 10, is the mapping information provided by 
the server 46. 

15 Referring now to FIG. 4, the software 50 executable in the 
server 46 for operating the system 33 initially receives a 
request for GPS data (block 64). This request is authenti- 
cated as indicated in block 66 to ensure that the inquiring 
party is authorized to receive information about the particu- 

20 lar pager. Once authenticated, a party may communicate 
with the pager 10. If the party is authorized to receive the 
information, the appropriate identifiers for the particular 
pager which is the subject of the request are obtained (block 
67) and the GPS coordinates are requested from the central 

25 station 36, as indicated in block 68. Tne central station 36 
then uses conventional technology to locate the appropriate 
antenna 34 to communicate with the pager 10. 
When the GPS coordinates are received, the coordinates 

3Q are converted into a map position using the software con- 
tained in the memory 48, for example, as indicated in block 
70. The map information is then transmitted back to the 
requesting party over the Internet as indicated in block 72. 
Turning now to FIG. 5, the software 74 for implementing 

35 the panic function in the pager 10 initially determines 
whether the panic button 24 has been operated, as shown in 
diamond 76. When the button is operated, the GPS coordi- 
nates arc immediately obtained from the GPS receiver 12, as 
indicated in block 78. A signal is produced by the transceiver 

4Q 38 which may include an indicator that a panic condition has 
been encountered and identifiers for the particular pager 
involved. The panic signal is transmitted by the transceiver 
18 as indicated in block 82. When the panic signal is 
received by the station 36, a panic condition is recognized 

45 and a confirmation may be sent back to the pager 10 through 
the antenna 34 to assure the pager owner that the message is 
being handled. 

Through the provision of global positioning system infor- 
mation on a pager, the pager owner can always be contacted 

50 and his/her position determined without requiring any active 
involvement of the pager owner. This has a number of 
advantages in connection with locating persons who may not 
be able to respond. It may also be useful in locating objects 
or pets. In addition to the provision of the panic feature, the 

55 pager owner can initiate a transmission of Ins/her position so 
that the appropriate authority will be notified and provide 
assistance to the user. Because the user's position can be 
determined through an Internet access with appropriate 
authentication safeguards, it is possible for interested parties 

60 to easily and quickly determine a person's location without 
needing to bother the person with an inquiry. 

In addition, the pager may include the ability to display a 
simple map depicting the user's present location. This 
position information may be displayed on the display 22. 

65 The user may be able to invoke the position map display by 
entering a command on the keypad 26. The data to create the 
map may be preloaded into the pager or it may be trans- 



12/19/2003, EAST Version: 1.4.1 



US 6,463,272 Bl 



mitted to the pager as a pager message. Alternatively, the 
proper map region, for the user's present position, may be 
sent in response to a position message. 

The pager 10 may also be programmed to automatically 
report (by a page message) when it enters or leaves a 5 
particular zone. This message may be Internet accessible. 
This may be useful in keeping track of persons or objects. 
The pager 10 may also be programmed to automatically 
contact certain people when the pager enters a particular 
zone. to 

The pager 10 may also monitor other information such as 
temperature, altitude, moisture or acceleration and may 
transmit this information automatically or upon request. In 
addition, the pager 10 may interpolate its position using a 
digital accelerometer for example, when the pager is unable 15 
to obtain a good GPS position. 

Other features may include a watch dog timer which 
automatically sends an alarm message if the user fails to 
periodically reset a timer In addition, an alarm may be 2Q 
triggered if the pager is removed from the user without 
disabling the alarm, for example by entering a key sequence. 
For this purpose the pager housing may include a hinged 
clasp with a sensor to detect removal of the pager from the 
user's clothing. 25 

The pager may be linked to a service desk which may 
provide position information on demand. The service desk 
may also attempt to contact the user when an emergency is 
indicated. 

While the present invention has been described with 30 
respect to a limited number of embodiments, those skilled in 
the art will appreciate numerous modifications and varia- 
tions therefrom. It is intended that the present invention 
encompass all such variations and modifications as fall 
within the true spirit and scope of the present invention. 35 

What is claimed is: 

1. A pager comprising: 

a global positioning system receiver; a transceiver 
coupled to said receiver to transmit global positioning 
coordinates of the receiver, said transceiver being oper- 40 
able to automatically transmit said coordinates when a 
request for the coordinates is received; 

an event generator coupled to said transceiver, said event 
generator to track the global positioning coordinates of 
said receiver such that when said tracked global posi- 45 
tioning coordinates deviate from a set of prepro- 
grammed coordinates said deviated coordinates are 
automatically transmitted by said transceiver; 



a power down device that transitions said pager into a 
sleep mode wheo a battery is low, said pager periodi- 
cally awakening from said sleep mode to automatically 
transmit said global positioning coordinates of said 
receiver, and 

a user selectable panic operator, such that once the opera- 
tor is operated, said transceiver automatically sends a 
message indicating that help is needed and including 
the coordinates of the global positioning system 
receiver. 

2. The pager of claim 1 including a display controller. 

3. The pager of claim 2 including a memory, said display 
controller adapted to display a map showing the receiver's 
location. 

4. The pager of claim 1 wherein said message includes the 
global positioning system coordinates for the receiver. 

5. The pager of claim 4 wherein said message includes an 
identifier for said pager. 

6. The pager of claim 4 including a controller adapted to 
automatically obtain the global positioning system coordi- 
nates once said panic operator is operated and to transmit 
said message automatically. 

7. A pager comprising: 

a transmitter to transmit signals to a receiving station; 

a panic operator operable to select a panic function, said 
panic function causing said transmitter to transmit a 
coded signal which may be recognized as a request for 
help together with the coordinates of the transmitter; 

a global positioning system receiver connected to said 
transmitter, said transmitter adapted to transmit the 
global positioning system coordinates of the pager at 
the time when the panic operator is operated; 

an event generator coupled to said global positioning 
system receiver, said event generator to track the global 
positioning system coordinates of said receiver such 
that when said tracked global positioning coordinates 
deviate from a set of preprogrammed coordinates said 
deviated coordinates are automatically transmitted by 
said transceiver; and 

a power down device to transition said pager into a sleep 
mode when a battery is low, said pager periodically 
awakening to automatically transmit the global posi- 
tioning system coordinates of said receiver. 
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Surveillance platforms detect dangers and transmit informa- 
tion signals describing the dangers to a control center, which 
determines the degree of danger and its geographic extent. 
The center generates a message that identifies the degree of 
danger and GPS coordinates of the impacted geographic 
area for a region. A vulnerability index determined using 
neural networks and fuzzy logic enables a prioritized mes- 
sage. The center broadcasts the message to remotely located 
warning devices, which compare the received danger coor- 
dinates with their own GPS coordinates and determine the 
extent to which they are in danger. Warning signals can issue 
automatically, appropriate to the degree of danger. Emer- 
gency manned vehicles may also directly receive the broad- 
cast message and act appropriately relative to the degree of 
danger. 
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DANGER WARNING AND EMERGENCY 
RESPONSE SYSTEM AND METHOD 

This application is a continuation of application Ser. No. 
08/844,029, field Apr. 18, 1997 U.S. Pat. No. 6,084,510. 

BACKGROUND 

These inventions relate to the field of Danger Warning and 
Emergency Response Systems and Methods, and more 
specifically, to comprehensive danger warning and emer- 
gency response systems and methods based on the use of 
GPS location signals used with surveillance satellites, sur- 
veillance aircraft/pilotless drones, and ground based mobile 
and stationary surveillance to detect dangerous situations. 
Information concerning dangerous situations which exist or 
may develop and threaten different populations of people in 
different areas of a county, state, or country, or a group 
thereof, is transmitted to a warning/command control center 
which, in-turn, relays broadcast warning messages via pager 
satellites and/or radio networks or other broadcast commu- 
nication networks to remote warning devices. The warning 
devices may be stationary and/or may be mobile units 
carried in an automobile or on a person, and are responsive 
to warning signals directed to such devices that are located 
within specific geographic coordinate locations or areas as 
determined by the GPS location signals. Expert system 
technology, such as neural networks and fuzzy logic, is used 
to derive the emergency warning and dispatch signals. 

It is often the case in our complex and advanced techno- 
logical society that dangerous situations evolve which may 
threaten the life or property of individual or potentially 
many hundreds, thousands or even millions of people or to 
destroy or damage valuable physical assets or natural 
resources. Such dangerous situations commonly arise 
because of adverse weather conditions such as violent 
storms, blizzards, tornados, hurricanes, tidal waves or even 
extreme conditions of cold or heat. Dangerous situations 
may also arise because of fire, including, for example, 
extensive forest or range fires which may threaten populated 
areas or areas containing other valuable property or natural 
resources. Another form of dangerous situation may arise 
from criminal activities, such as are committed by robbers, 
murderers, rapists, gangs, terrorists or other thugs. In addi- 
tion to criminal activity, general civil unrest and riots often 
give rise to dangerous situations in heavily populated areas. 

Other dangerous situations that may occur include dan- 
gerous chemical spills or toxic waste emissions including 
emissions into the air or into a water supply or river which 
is relied upon by large numbers of people. Smog or bad air 
or other pollution alerts represent another danger we face 
today. Certain traffic conditions giving rise to unusual con- 
gestion and dangerous driving conditions represent another 
situation that people commonly encounter in our complex 
society. Contagious diseases may create other potentially 
dangerous situations that may begin in a localized region 
and spread outward from that region, endangering many 
people. Hostile military activities represent yet another 
dangerous situation that may threaten large population areas. 
Vblcanic disturbances and earthquakes represent additional 
dangerous situations that may be monitored with the dis- 
closed inventions. 

These and other dangerous situations are frequently 
encountered in our society today. Increasing population 
densities make it even more urgent that modem technology 
be employed to the maximum extent to warn large segments 
of population of impending dangers, and, where possible, to 
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dispatch appropriate assistance to those areas. The need for 
emergency alerting systems and the possibility of imple- 
menting such systems have been recognized in recent years. 
Examples of such attempts are found in the following U.S. 

5 Pat. Nos.: (a) 5,278,539; (b) 4,956,857; 4,993,059; (d) 
4,887,291 each of which is incorporated herein by reference 
in its entirety. These systems variously make use of 
on-premise facility alarm sensors that arc used to relay 
warning signals to appropriate control centers via radio 

10 and/or wire line transmission links. Cellular radio links are 
often used for such emergency communications. 

Expert system technology, including neural networks, and 
fuzzy logic control systems, has also been developed and 
adapted to a wide variety of uses. In general, expert systems 

15 using fuzzy logic inference rules are well known, as 
described in the following publications, each of which is 
incorporated herein by reference in its entirety: Gottwald, 
Siegried, Fuzzy Sets and Fuzzy Logic: The Foundations of 
Application — from a Mathematical Point of View, Vieweg 

20 & Sohn, Braunschweig Wiesbaden (1993), ISBN 3-528- 
05311-9; McNeil, Daniel, Fuzzy Logic, Simon & Schuster, 
New York (1993), ISBN 0-671-73843-7; Marks, Robert J. II, 
Fuzzy Logic Technology and Applications, IEEE Technol- 
ogy Update Series (1994), ISBN 0-7803-1383-6, IEEE 

25 Catalog No. 94CR0101-6; Bosacchi, Bruno and Bezdek, 
James C, Applications of Fuzzy Logic Technology, Sep. 
8-10, 1993, Boston, Massachusetts, sponsored and pub- 
lished by the SPIE — The International Society for Optical 
Engineering, SPIE No. 2061, ISBN 0-8194-1326-7; Mendel, 

30 Jerry M., "Fuzzy Logic Systems for Engineering: A 
Tutorial", Proceedings of the IEEE, Vol 83, No. 3, March 
1995, pgs. 345-377; Jang, Jyh-Shing Roger, Sun, Chucn- 
Tsai, "Neuro-Fuzzy Modeling and Control", Proceedings of 
the IEEE, Vol. 83, No. 3, March 1995, pgs. 378-406; 

35 Schwartz, Klir, "Fuzzy Logic Flowers in Japan", IEEE 
Spectrum, July 1992, pgs. 32-35; Kosko, Isaka, "Fuzzy 
Logic", Scientific American, July 1993, pgs. 76-81; Cox, 
"Fuzzy Fundamentals", IEEE Spectrum, October 1992, pgs. 
58-61; Brubaker, "Fuzzy Operators", EDN, Nov. 9th, 1995, 

40 pgs. 239-241. 

In addition, many patents have been issued for various 
applications of GPS for locating and tracking objects, and 
for navigation purposes. Various configurations of GPS- 
based tracking and communication systems and methods arc 

45 described in the following documents, each of which is 
incorporated herein by reference in its entirety: Logsdon, 
Tom, The Navstar Global Positioning System, Van Nostrand 
Reinhold, N.Y. (1992), ISBN 0-422-01040-0; Leick, Alfred, 
GPS Satellite Surveying, John Wiley & Sons, New York 

50 (1990), ISBN 0-471-81990-5; Hum, Jeff, GPS— A Guide to 
the Next Utility, Trimble Navigation, Ltd., Sunnyvale, Calif. 
(1989); Hum, Jeff, Differential GPS Explained, Trimble 
Navigation Ltd., Sunnyvale, Calif. (1993); and U.S. Pat. 
No.'s: 5,438,337; 5,434,787; 5,430,656; 5,422,816; 5,422, 

55 813; 5,414,432; 5,408,238; 5396,540; 5390,125; 5389, 
934; 5,382,958; 5379,224; 5359332 5,418337; 5345,244; 
5334,974; 5,323,322; 5311,197; 5,247,440; 5,243,652; 
5,225,842; 5,223,844; 5,202,829; 5,187,805; 5,182366; 
5,119304; and 5,119,102. 

60 While the above listed patents and known applications of 
GPS and fuzzy logic/expert system technology represent 
important innovations, none of these systems or methods 
take full advantage of the capability of GPS location systems 
used in combination with one or more earth scanning 

65 satellites, aircraft, and mobile and stationary ground based 
surveillance stations together with modem radio paging, 
cellular telephone or other broadcast communication net- 
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works to implement a truly wide area emergency warning Further objects of the invention are apparent from review- 

and assistance dispatch system wherein a great multiplicity ing the summary of the invention, detailed description and 

of people are simultaneously warned of impending or exist- dependent claims which are set forth below, 
ing dangers and of the degree of danger that may be present 

in different geographical areas. In view of the ever- 5 SUMMARY OF INVENTION 

increasing occurrence of various dangerous or hazardous O oe aspect of the invention is a method of providing an 

situations as noted above, it is critically important that these automated, wide-area, danger warning and emergency 

advanced technologies be brought together in an organized which inc ludes the steps of (a) detecting a dangerous situ- 

manner to warn various populations that may be subject to atioD from a delection location> (b) transmitting information 

such dangerous situations. 10 signak describing the dangerous situation from the detection 

OBJECTS OF INVENTION location via radio transmission signals to a control center for 

- . __ - , . _ . analysis, analyzing the received information signals in the 

It is therefore an object of these inventions to provide control center in computer systems employing expert system 

danger warning and emergency response systems and meth- technolo g y> (d) determining in the control center the degree 

ods that may be operated simultaneously to warn select is 0 f danger and its geographic extent based on analysis of the 

multitudes of people of impending dangers or disasters. received information signals> (e) generating in the control 

It is a further object of these inventions that the warnings center a danger warning and emergency response including 

received by individual people include indications of the type a danger index indicating a degree of danger within at least 

and degree of danger to which an individual or area is one geographic area, (f) broadcasting the danger warning 

exposed. 20 an d emergency response from the control center to a plu- 

It is yet another object of these inventions to provide such rality of remotely located warning devices each of which has 

danger warning and emergency response over very large a GPS receiver and the ability to calculate its own location 

geographic areas. in GPS coordinates, (g) receiving via the broadcast signals 

Another object of these inventions to provide such danger the danger warning and emergency response in the remotely 

warning and emergency response on a localized basis in a 25 located warning devices, and comparing in each remotely 

small geographic area or group of areas. located warning device the coordinates of the dangerous 

It is a further object of these inventions to provide situation with its own GPS coordinates for determining the 

simultaneous warnings to multiple people, with different extent to which each remotely located warning device is in 

persons receiving different warning signals depending upon danger, and (h) automatically issuing from each remotely 

the geographic location of the individuals or groups recciv- 30 located warning device a warning corresponding to the 

ing the warning message or messages. extent 10 wbicn the issuing remotely located warning device ' 

It is a further object of these inventions to provide danger * m danger, 

warning and emergency response systems and methods that The wide-area coverage of the present invention includes 

may be used for a wide range of emergency and dangerous 35 multiple population areas, nation-wide areas or world-wide 

situations including dangerous weather conditions, danger- areas or selected areas thereof. 

ous civil unrest, dangerous criminal activity, dangerous Other features of this aspect of the invention include 
traffic situations, dangerous environmental situations, and surveying the earth from one or more surveillance platforms 
dangerous medical situations and other dangerous situations supported on satellites, airborne craft, balloons or ground 
that may evolve over specific geographic areas. based mobile vehicles or stationary structures, and survey- 
It is yet another object of these inventions to provide the ing the earth with any one or more of conventional equip- 
danger warning and emergency response capability using ment or personnel supported on the platform including video 
existing radio location systems, such as GPS satellites, scanning cameras, infrared scanners, chemical detectors, 
together with surveillance satellites and or surveillance infrared detectors or sensors, image or surveillance signal 
aircraft/pilotless drones for location and danger indication 4S analyzers, neural networks, high speed vector processing or 
purposes, and using existing pager satellites and paging parallel processing systems, or human surveyors. Preferably 
systems or other emergency broadcast networks to generate each of the platforms has a GPS receiver which determines 
warning and emergency dispatch messages. the GPS coordinates of its supporting surveillance platform, 
It is yet another object of these inventions to provide a ancl estimates the GPS coordinates of the detected danger 
danger warning and emergency response systems and meth- 50 wnen laterally offset therefrom. These GPS coordinates of 
ods that may employ a range of radio signal broadcast media toe surveillance platform are included in the transmission to 
including broadcast television and radio signals as well as toe CODtr °l center. 

cable television, and other land based cable and or fiberoptic Still other features of this aspect of the invention are 

communications networks to broadcast warning signals to analyzing by employing fuzzy logic and fuzzy inference 

individual warning devices. 55 rules, and using expert knowledge database retrieval and 

It is yet another object of these inventions is to make use relating the stored database information to the type of danger 

of expert system technologies such as fuzzy logic using aQ d the location of dangerous situations, 

fuzzy inference rules to generate danger indices depending Still other features of this aspect of the invention are 

upon the location of the dangerous situation, the direction of defining the geographic extent of danger in GPS 

movement of the dangerous situation, the vulnerability of 60 coordinates, defining the geographic extent of the danger as 

individuals, and the distance of individuals from the dan- bounded by the radii of two circles centered on a dangerous 

gerous situation. situation whose center is defined by GPS coordinates, and as 

A further object of these inventions is to provide danger bounded by angular sectors between the radii, 

warning and emergency response systems and methods that Other features of this aspect of the invention include 

make use of neural network analysis of image and/or sur- 65 deriving the danger index from parameters including the 

veillance information to detect particular types of dangerous distance between the dangerous situation and a particular 

situations. warning device, the rate at which the dangerous situation 
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may be approaching a particular warning device, the vul- by emergency personnel located in the most dangerous areas 

nerabilityof a person or property associated with a particular who, upon decoding the danger warning and emergency 

warning device to a particular dangerous situation, and the response will immediately know that they are in the prox- 

type of a particular dangerous situation; denning a vulner- unity of the dangerous situation and may immediately 

ability index for a particular area depending upon the 5 respond accordingly, and determining the locations of such 

presence of a particular structure, natural resource, or popu- emergency response vehicles or persons by using GPS 

lation density of the area; and establishing an emergency technology. t ^ *} 

response dispatch priority using vulnerability factors char- Another aspect of the invention includes broadcasting the 

acterizing different geographic regions. Thus, a dispatch danger warning and emergency response via a conventional 

priority may be established by analyzing the vulnerability of to communication network television, AM/FM radio, cable, 

a particular structure to one type of a dangerous situation, f nd fiber OP^ 0 networks. As before, so, too, this aspect of the 

such as, violent weather situations or earthquakes of various invention includes receiving a danger index including geo- 

types, and the vulnerability of people to another type of graphic coordinates defining regions appropriate to each 

dangerous situation, such as, radiation or disease degree of danger corresponding to the geographic area in 

Another feature of this aspect of the invention includes is which the receiver which may include, for example, a 

displaying and communicating by visual, wire, voice, syn- ^™? n **' ? rom P**' or a . radl ° ? ceivcr » loc * tcd 

thetic speech, sound or other conventional alert devices in md ! catm & *» degree of danger in which users located in 

the control center, which may be a warning and command f arcas ma ? find ™™ ^ ™°tely 

type control center, the results of the surveillance and located wammg device may be a television set, the mvenUon 

analysis of signals received from the detection locations or 20 ™J udes > rece ™S 1D the television set the danger warning 

surveillance platforms to alert an operator thereof of the and eme ? enc y res P° nse > displaying on the display screen of 

dangerous situation in the surveyed region or regions. *° tele ™°° set an emergency message customized to the 

0 .„ - L - „ L . J\ . . . . . location of the television, and identifying in the emergency 

Still furthei -features of this aspect of the invention include m the d and its ^ £ om me 

transmitting dis x screen based on information resulting from a com- 

a radio link to a pager satelhte network or to a ground based 25 ^ of electr0Ilic data from different sa ^ as occurri 

pager network or to a ground based broadcast network, and wMrin thc tclcvision xi y^ttc the remotely located warn- 

then to the warning device. mg devicc ^ a fadio rccciycr me mvcntion mchldcs rccciv . 

Further features of this aspect of the invention include mg on the radio receiver the danger warning and emergency 
transmitting messages containing a plurality of danger indi- 3Q response, annunciating from the radio an emergency mes- 
ces and geographic coordinates identifying the regions cor- sag e customized to the location of the radio or radio receiver, 
responding to each danger index, identifying predefined and identifying in the emergency message the danger and its 
danger emergency warning areas and a danger index for position from the radio annunciator based on information 
each such area relative to an identified dangerous situation resulting from a comparison of electronic data from different 
and the degree of danger it represents, and broadcasting to 3S sources occurring within the radio receiver, 
remote warning devices located on persons, in mobile land Additional features of the present invention include main- 
vehicles, in airborne craft, on vessels at sea, or in stationary taming selected ones of the remotely located warning 
structures. devices in a stand-by mode, transmitting from the control 

Still further features of this aspect of thc invention include center control signals to said selected ones of the remotely 

the remotely located warning device determining that it is 40 located warning devices to switch from a stand-by mode to 

located within the geographic area defined by the GPS a full-receive mode enabling receiving messages from the 

coordinatesoftbe dangerous situation, and, then, activating control, and short wave transmitting codes from the 

warning signals indicating the degree of danger which was remotely located warning devices back to the control center 

communicated via the danger index in the received signals. indicating that the selected danger warning signals have 

Depending upon the location of the remotely located warn- 45 been received. 

ing device, different degrees of danger exist relative to the ^ preferred embodiments of the inventions are 

nature of the dangerous situation as indicated by the described below in the Figures and Detailed Description, 

received broadcast signals, and if, on one hand, the remotely Unless specifically noted, it is applicant's intention that the 

located warning device be located within a geographic area words and phrases in the specification and claims be given 

defined as having a very high danger, then that device will 50 foe ordinary and accustomed meaning to those of ordinary 

indicate via an audible, visual, vibratory or other warning ^11 in the applicable art(s). If applicant intends any other 

device the existence of a very dangerous situation, whereas, meaning, he will specifically state he is applying a special 

if, on the other hand, the warning device be located in an meaning to a word or phrase. 

area adjacent to a very dangerous situation then that device Likewise, applicant's use of the word "function" in the 

will indicate vu 1 an audible visual, vibratory or other 55 Detailed Description is not intended to indicate that he seeks 

warning device the existence of a less than very dangerous to mc spcdal provisions of 35 U S .C. Section 112, 

situation. paragraph 6 to define his invention. To the contrary, if 

Another aspect of the invention includes receiving the applicant wishes to invoke the provision of 35 U.S.C. 

danger warning and emergency response in a control center Section 112, paragraph 6, to define his invention, he will 

remote from the warning command control center which 60 specifically set forth in the claims the phrases "means for" 

dispatches and controls emergency response services to or « s t e p for" and a function, without also reciting in that 

assist ro alleviating the dangerous situation. The dispatching phrase any structure, material or act in support of the 

of emergency services may be based on a priority index function. Moreover, even if applicant invokes the provisions 

derived from both danger and value indices. 0 f 35 U.S.C. Section 112, paragraph 6, to define his 

Another feature of this aspect of the invention includes 65 invention, it is applicant's intention that bis inventions not 

receiving the broadcast danger warning and emergency be limited to the specific structure, material or acts mat are 

response directly in emergency response vehicles manned described in his preferred embodiments. Rather, if applicant 
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claims his invention by specifically invoking the provisions FIG. 5 is an exemplary emergency area warning system 

of 35 U.S.C. Section 112, paragraph 6, it is nonetheless his map using a circular grid to identify particular concentric 

intention to cover and include any and all structures, mate- ring regions within which warning devices may exist, 

rials or acts that perform the claimed function, along with FIG. 6 is an example of a circular grid like FIG. 5 with 

any and all known or later developed equivalent structures, 5 additional defined angular sectors to further localize warning 

materials or acts for performing the claimed function. devices and dangerous situations. 

For example, the present inventions generate surveillance FIG. 7 is a block diagram of a warning device useful in 

image information for analysis by scanning using any appli- mc prcscnt inventions. 

cable image or video scanning system or method. The o • uiij- n , 4 4 . c c 

j u A . • . . « * • j * ai_ i fi FIG. 8 is a block diagram illustrating the configuration of 

inventions described he rem are not to be limited to the 10 „ . _ . , * - , . . ° . * . 

• c , . ... « . . a warning control center useful in the present inventions, 

specific scanning or imaging devices disclosed in the pre- • „ r 

ferred embodiments, but rather, arc intended to be used with nG ' 9 mustrales structure of a broadcast danger index 

any and all applicable electronic scanning devices, as long messa S e m *e present invention. 

as the device can generate an input signal that can be FIG. 10 is a block diagram of a danger detection surveil- 

analyzed by a computer to detect dangerous situations. Thus, 15 knee satellite or aircraft configuration. 

the scanners or image acquisition devices are shown and FIG. 11 illustrates an emergency warning/response dis- 

referenced generally throughout this disclosure, and unless patch system making use of information generated using the 

specifically noted, are intended to represent any and all inventions herein disclosed. 

devices appropriate to scan or image a given area. FIG. 12 is a diagram illustrating a structure of a neural 

Likewise, it is anticipated that the physical location of the 20 network useful in analyzing image and/or other surveillance 

scanning device is not critical to the invention, as long as it information to derive information characterizing dangerous 

can scan or image the surveillance area or region. Thus, the situations. 

scanning device can be configured to scan from satellites, piG. 13 illustrates the structure of a processing clement in 

aircraft, pilotless drones, or from ground based vehicles or th c ncura i network of FIG 12 

structures as appropriate. Accordingly, the words "scan" or 25 nG embodiment of the neural 

"image" as used in this specification should be interpreted network ml . ^ 

broadly and genencally. . r 

„ « • * « . t FIG. 15 illustrates an example of fuzzy logic membership 

JZ f ' k t 7 com P uterS ^ r f^ons ^ various parameters usefol in evaluating a 

controllers, that perform various control operations. The d index using fuzzy logic inference rules, 

specific form of computer is not important to the invention. * 4 _ .„ 6 J B 

In its preferred form, applicant divides the computing and . FIG " 16 lUustratcs example of danger index fuzzy logic 

analysis operations into several cooperating computers or inference rules. 

microprocessors. However, with appropriate programming FIG. 17 is an example of fuzzy logic danger index 

well known to those of ordinary skill in tbe art, the inven- s calculations indicating graphically the manner in which such 

tions can be implemented using a single, high power com- calculations are made using a multiplicity of fuzzy logic 

puter. Thus, it is not applicant's intention to limit his variables. 

invention to any particular form of computer. FIG. 18 is an area danger index matrix useful in the 

Further examples exist throughout the disclosure, and it is danger warning and emergency response system and method 

not applicant's intention to exclude from the scope of his 40 herein disclosed. 

invention thc use of structures, materials, or acts that arc not FIG. 19 is a area value matrix useful in the systems and 

expressly identified in thc specification, but nonetheless arc methods herein disclosed. 

capable of performing a claimed function. FIG. 20 is an area priority matrix useful in defining the 

priorities of particular areas for emergency response. 

BRIEF DESCRIPTION OF THE DRAWINGS 4S p, G 21 fa , dange , warniDg dispatch/process flow dia . 

The inventions of this application arc better understood in gram, 

conjunction with the following drawings and detailed The above, figures are better understood in connection 

description of me preferred embodiments. The various hard- with the following detailed description of the preferred 

ware and software elements used to carry out the inventions embodiments, 

are illustrated in the attached drawings in the form of block 50 

diagrams, flow charts, and neural network and fuzzy logic DETAILED DESCRIPTION 

algorithms and structures. Detecting Dangerous Conditions by Surveillance 

EG. lis a diagram illustrating the overall danger warning - .„ . . . 

andemergencyrespor^systemandmemodusedtoalertvia 1 Wa |T 8 and emergency 

warning devices multitudes of people of dangerous situa- 55 ^ method H 1D ^ dance ™ th the P[ esent 

tions and the degree of danger kZidual persons or areas Tin « a T ^ ?f ^5 Bn «^ 

may be in based on their geographical location. s ^ Xcs 8 ^ d SUIVClllancc aucraft/pilotlcss drones 10 to 

' _ _ . o o- r monitor and survey areas on earth for dangerous situations 

FIG. 2 is an exemplary emergency area warning system and occurrences of threatening events. The surveillance 

map using a rectangular gnd to identify particular regions 60 sate iiites 8 and surveillance aircraft/pilotless drones 10 may 

within which warning devices may exist. make use of standard video scanning techniques, infrared 

FIG. 3 is an exemplary emergency area warning system scanning techniques or other surveillance methods to search 

overlaid on a map of the United States, with a more detailed the earth for dangerous situations. Multiple surveillance 

map of thc state of Alaska. satellites 8 may be used to cover large areas of the earth. 

FIG. 4 is yet another example of an emergency area 65 Different camera types may be used including cameras 

warning map using a rectangular grid to define specific areas adapted for wide area coverage and cameras able to focus on 

within the city of Washington D.C. very small detailed areas and deliver pictures of those areas 
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to ground based facilities. A great multiplicity of surveil- this information in cooperation with the warning command/ 

lance aircraft/drones 10 may be used with pilotless drones control center 2 to determine whether or not the warning 

being particularly useful in surveying areas such as dense device 11 is in a dangerous situation, and, if so, to what 

forest or remote geographic locations for problems that may degree that danger exists. The warning command control 

threaten natural resources. In addition to the surveillance 5 ccntcr 2 transmits via radio link 18 information signals to 

aircraft and surveillance satellites illustrated m FIG 1, other pagcrs ^Wto 4 and/or, alternatively, to ground based 

airborne surveillance equipment may be used including, for pa cr nctworks or othcr broadcast networks, control mes- 

exaxnple tfie use of properly equipped surveillance balloons. sages indicating me degree of danger ^ differeQt geograp hic 

Surveillance of the earth for dangerous situations is also areas on the earth. These signals are in turn transmitted via 

carried out using ground based mobile surveillance units 12 10 radio links 20 to the warning devices 11 as illustrated in FIG. 

and ground based stationary surveillance units 14 as also i. The control centers 2 may have their own GPS receiver 

illustrated in FIG. 1. Mobile units may include ordinary for receiving GPS signals 26b and may transmit all location 

police patrols and fire patrols as well as other civil agency coordinates as GPS based coordinates derived from their on 

operations including forest service personnel and municipal board GPS receivers or from the GPS receivers in the 

employees. Ground based stationary surveillance 14 may 15 survc iii ailcc platforms, 
include surveillance cameras located in buildings or other 

structures as well as fire detectors, smoke detectors, chemi- Warning Devices Computing Danger to Self 

cal detectors, and other types of fixed stationary surveillance Using the warning signals from pager satellites 4, com- 

deviccs used to detect various types of dangerous situations. puters in the warning device 11 may compare the coordi- 

Transmitting Surveillance Results to Control Center 20 ™tcs of the warning device 11 with particular areas desig- 

_ . tl , _ . . ... natcd as being dangerous in the signals from the pager 

Tht _ surveillance platforms, including satellites 8 and satellit6 20 m si b from (he warning command/control 

survedlance aircraft/drones 10 along with tbe ground based ceQter 2 relayed via pager satellite 4 will indicate for 

mobile surveillance 12 and ground based stationary surveu- multiple ^ different de of d depending upon 

J 1DCe , 1 t\ tr ^ Sm l ?"L . results of lheir surveillance the nature oftbe incident detected. For example, all warning 

I 22 ?' 24 !° WarniDg command/co ° ,ro1 devices located within one mile of a criminal activity may 

center 2 of FIG. 1. Alternatively they may transmit 22c, 22rf, receive a high danger warning signal. By transmitting the 

22e their signals via satellites 8 for relay 22 to the control geographic coordinates of the area of concern, the warning 

center. Such signals may include video pictures, indications device n may de , C nnine whether or not it is located in the 

from various types of warning devices, verbal messages 3Q high danger ^ Similarly, the warning command/control 

from surveillance personnel or other types of message center 2 will transmit via relay pager satellite 4 signals 

information useful to the warning command/control center 2 indicating a lesser degree of danger in areas adjoining the 

m analyzing the dangerous situations. The surveillance area designated as a high danger vicinity. For example, in the 

platforms may communicate with the control center using a case just cited) for wara mg devices within an area from 2 

cellular network having a voice/data channel as is well mfles to 3 miles of me criminal activity, the warning device 

known in tbe communications industry. u may calculate ^ ilisillail area of mod e,ate danger. 

The Remotely Located Warning Devices and GPS Thus, knowing its GPS coordinates enables the warning 

Also shown in FIG. 1 is the warning device 11, including <j evk f 11 to L "^Pf *» . ex Jf « to «* ich * * m dan 8« 

a short wave receiver 11a, which may be carried by indi- bascd "P° n ««ved from the waramg command/ 

viduals or located in moving vehicles such as automobiles, « center 2 rcla y cd ™ me P^" MteU,te 4 of 
trucks, ships at sea, or aircraft. Such warning devices, 

including a television 17a or radio 17b or a computer- In additi °n to the warning device U, the systems 

receiver, may also be located in stationary buildings or and methods of FIG. 1 illustrate transmission 18b via 

physical structures 17. Tbe warning device 11, 11a, 17a, 176 auxiliary TV/radio broadcast stations 16 of the warning 

includes a GPS receiver capability for receiving GPS loca- 45 messages of the present inventions. These messages, in-tum, 

tion signals 28, 28a, 28b from multiple GPS satellites 6. As ma y be relaved t0 radio receiver 17b or television 

is well known in the art, such signals enable precise location receiver 17a or other information indicating device within 

calculation for the warning device 11 any place on the earth me ran S e of ^ auxiliary TV/radio broadcast station 16 of 

using the principles of triangulation based on tbe receipt of FIG ' 1 Alternatively, short wave radio transceivers 11a may 

signals from multiple GPS satellites. GPS satellites 6 also 50 receive short wave transmissions 18c. Such radio receivers 

transmit signals 26, 26a, 30,30a to the airborne 8,10 and and TV sets can be equipped with GPS receivers to receive 

ground based mobile 12, 14 surveillance units for use in GPS 28fl > 2Sb > or > a Iternatively, ba ve their location 

locating these units in the overall danger warning and coordinates determined by other conventional devices, such 

emergency response systems and methods of the present radio raD gjng systems, optic systems, or the like, entered 

inventions. Hie surveillance platforms having GPS receivers 55 bv 11,650 local locau on coordinates may be compared 

on board can transmit the results of their surveillance using ™ ih received coordinates corresponding to areas of various 

their own GPS coordinates if they are experiencing or close degrees of danger in the same manner as used by the 

aboard the danger themselves. Otherwise, their own GPS warning device 11 and described above. Thus, not only do 

coordinates may be used as a basis for estimating the GPS ^ P° rtable waramg and information indicating devices 11, 

coordinates of the danger when the danger is laterally offset 60 llflr » 17fl > 17b become available for warning of dangerous 

from tbe present position of the reporting surveillance situations, but all such radio receivers and television receiv- 

platform. ers and receiver-computers so equipped would be able to 

present and display information to alert many people simul- 

The Control Center Transmitting Information taneously. 

Signals to the Remotely Located Warning Devices 65 „ ^ ^ be appreciated lhat through me presenl 

Using signals from the GPS satellites, the warning device tion large multitudes of people may be readily warned of the 

11, 11a, 17a, 17b knows its precise coordinates and may use dangerous situation in which they find themselves. For 
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example, subscribers to a paging system may be immedi- 
ately warned of a danger. Through them, such alerted 
persons may readily inform other alerting services nearby, 
such as, local police or T.V stations (when the latter are not 
directly alerted by this invention) who may then alert still 5 
larger masses of people through their large mass communi- 
cation networks. As an additional mode of using this 
invention, the surveillance device may detect people 
stranded at sea, such as, shipwrecked or disabled craft, and 
automatically alert the nearest sea and aircraft for help. 10 

Control Center's Surveillance Area Maps and 
Computation of Danger Indices 

FIG. 2 illustrates an example map for a surveillance area 
50 typically located at the control center. In this example, the 15 
area is divided into rectangular sectors indicated with the 
row numbers 1 through 5 and the column numbers 1 through 
8. The dangerous situation 52 is primarily in quadrant row 
3 column 4 but also extends into adjacent quadrants as 
illustrated in the figure. In addition, the dangerous situation, 20 
identified by the surveillance platform and plotted on the 
map, is moving in the direction indicated by arrow 54 with 
a determinable velocity. The dangerous situation 52 may be, 
for example, a fire, an area of civil unrest, an area of criminal 
activity, an area adversely effected by weather, an area of 25 
military activity, an area endangered by flooding waters, or 
an area with a outbreak of disease, 
a. Predefined Danger Emergency Warning Area Maps 

As indicated in FIG. 2, each of the rectangular sectors in 
the survey area 50 has been graded by the control center with 30 
a danger index relative to a particular identified dangerous 
situation. The following indices are used in this example: 

VL=Very Low 

L-Low 

M=Moderate 

H-High 

VH-Very High 

It can be seen from examination of FIG. 2 that the areas 
immediately effected by the dangerous situation 52 are given 40 
the "Very High" danger index. Regions surrounding those in 
very high danger areas are given a "High" danger index, 
with the exception of areas out of the direction of travel of 
the disaster which are given a danger index of "Moderate". 
Progressing outward from the dangerous situation 52, lower 45 
degrees of danger exist as indicated by the danger indices in 
the various rectangular sectors of FIG. 2. 

Also indicated in FIG. 2 are multiple warning devices 11 
of the type depicted in FIG. 1. These devices are located in 
different rectangular quadrants as shown in the figure. Of 50 
course, depending upon the distribution of population, 
vehicles or other structures with warning devices, any indi- 
vidual rectangular sector of FIG. 2 may have many warning 
devices 11. As shown in FIG. 1 and discussed above, the 
warning devices 11 receive information signals, i.e., danger 55 
warning and emergency response dispatch messages, via the 
broadcast communication system, for example, pager satel- 
lite 4 via radio links 20 of FIG. 1. Each warning device 11 
also receives location signals, for example, from GPS sat- 
ellites 6 as indicated in FIG. 1. Using the GPS location 60 
signals, each warning device U of FIG. 2 computes its exact 
location on the surface of the earth. Also, with the warning 
danger and emergency response information signals 
received from the pager satellite 4 of FIG. 1, the warning 
devices U of FIG. 2 are able to readily identify sectors and 65 
the boundaries of particular sectors in FIG. 2 and the danger 
index for each sector which was transmitted from the control 
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center via the pager satellite 4 or other broadcast network of 
FIG. 1. Each warning device 11 will be able to determine in 
which particular coordinate sector it is located, and then 
generate the appropriate warning signal based on the 
received warning message and its own GPS coordinates. 

b. Variable Danger Emergency Warning Area Maps 
While the map of FIG. 2 has been indicated as a fixed 

coordinate system, it is also possible to use variable coor- 
dinate systems. In this case, no predefined danger emer- 
gency warning area map with predetermined regions exists. 
Instead, received broadcast information signals indicate 
directly in the messages the boundaries of particular dan- 
gerous areas and the danger index associated with those 
boundaries as determined from the nature of the dangerous 
situation 52 of FIG. 2. 

c. Wide Area Maps 

FIG. 3 illustrates the use of a map 56 of the type discussed 
above in FIG. 2 to cover a large geographic area such as the 
entire United States. Such a map might be useful, for 
example, in warning particular areas of ths country concern- 
ing global weather conditions. Also shown in FIG. 3 is a 
smaller map 58 covering the state of Alaska. Similarly, FIG. 
4 indicates a map 60 of the type discussed above in FIG. 2 
for use in a particular city, in this case Washington D.C. Of 
course smaller areas including sections of cities or neigh- 
borhoods may similarly be mapped with defined sectors and 
areas for receiving specific warning and emergency response 
dispatch messages for dangerous situations that may exist on 
a localized basis. An example may be a robbery of a local 
bank where police may want to notify people in the vicinity 
of the bank of the danger that exists. 

d. Circular Area Maps 

As a useful alternative to the rectangular maps of FIGS. 
2, 3 and 4, FIG. 5 depicts the use of a circular area map 62 
with concentric zones or regions 65, 66, 67 and 68. The 
dangerous situation 63 has its center at 64 and extends 
through zones 66, 67 and 68 as illustrated. The respective 
regions are of radius Rl, R2, R3 and R4. FIG. 6 shows a 
further refinement of FIG. 5 with angular sectors 1 through 
N. Such sectors permit radial and angular location of warn- 
ing devices 11 and dangerous situations as broadcast via 
warning messages herein disclosed. 

Warning Device Block Diagram 

FIG. 7 depicts a block diagram for a warning device 11 of 
the type described above. The warning device 11 includes a 
computer 70, which may be a microprocessor or special 
controller, together with associated ROM (read only 
memory) 80 for program and data storage and a RAM 
(random access memory) 74 used for execution of programs 
and temporary storage of data received via GPS receiver 82 
and warning signal receiver 76. The GPS receiver 82 
receives signals from GPS satellites such as GPS satellite 6 
of FIG. 1 to enable computation of the location of a warning 
device 11 by the computer 70. The warning signal receiver 
76 receives broadcast danger warning and emergency 
response dispatch signals from the broadcast communica- 
tion systems such as pager satellite 4 of FIG. 1. The 
computer 70 determines its physical location on the earth, 
and whether or not it is located in an area of danger as 
indicated by the received broadcast messages. If a dangerous 
situation is detected, the computer 70 will activate alarm 78 
which may be an audible or visible alarm or, perhaps, a 
vibrating device of the type used in pocket pagers commonly 
employed today. The computer 70 also may have an output 
to a video display device 72 for indication of message 
information including possibly the danger index received 
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from warning signal receiver 76. This display may be and generates warning control signals for transmission via 

integral to the warning device 11 and may be viewed by a pager or other broadcast communication media as discussed 

user after being notified of the dangerous situation via alarm above. The control processor 116 may be implemented using 

78. An alarm magnitude control 84 is also indicated in FIG. various control system strategies including, for example, 

5, which enables the user to adjust the level of sound or 5 expert system technology and/or fuzzy logic approaches, 

degree of vibration or other alarm parameters according to More particularly the use of fuzzy logic inference rules to 

individual preferences. generate the necessary danger warning and emergency 

response control signals is discussed in more detail below. 

Control Center Block Diagram The danger warning and emergency response messages 

10 are transmitted via command processor 112 and transmitter 

FIG. 8 illustrates in more detail the structure of the HO through antenna 108 to the pager sateUite 4 of FIG. 1. 

communication and control system equipment 90 contained In addition, such command control messages may be sent 

in the warning command/control center 2 of FIG. 1. System via communication processor 132 of FIG. 6, which is in- rum 

90 includes a space signal receiving antenna 92 for receipt connected to communication lines 134 for communication 

of signals from surveillance satellites 8 of FIG. 1. The input with, for example, auxiliary TV/radio broadcast station 16 of 

signals from the surveillance satellite are fed through trans- 15 FIG. 1. As discussed above, this approach using communi- 

ceiver 94 to preprocessor 96 for connection to communica- cation processor 132 and the communication lines 134 will 

tion bus 114 as illustrated in FIG. 8. The transceiver 94 is enable operation of the disclosed danger warning and emer- 

capable of both receiving and transmitting signals to and g eDCV response message control system using ordinary 

from the surveillance satellite 8 for use in the danger broadcast radio and television systems including the use of 

warning and emergency response communication network. 20 ca ^ c svstcms - 

The warning command/control center 90 is capable of Database computer 120 with database storage unit 122 

transmitting control signals, including GPS based command contains information characterizing particular regions or 

signals, via transceiver 94 and antenna 92 to surveillance areas t0 1x5 surve >' ed mcludin g information on the vulner- 

satellites 8 to direct surveillance of particular areas, focusoo ^ of P^icular areas to particular types of dangerous 

particular fields of view in the areas to be surveyed, select 25 Sltuat ™s mcludmg, as well, ^formation on the value of 

between various surveillance equipment, inclumng video W***? ^ * contained m such regions. This 

scanning cameras, infrared cameras? and other sperial cam- formation is particularly useful in generate danger warn- 

5 ao, uixiai^u v.amt.iaa, a^ci.Ku uauj signals and emergency response dispatch signals. For 

era equipment as may be required to properly survey cxamplc> ^ ^ may havc % cry ^ popu iation den- 

sclccted areas of the earth. The preprocessor 96 of FIG. 8 3Q sities wnich may ^ very vulnerable to particular weather or 

provides an interface between control signals from the ome r types of emergency situations. Also, certain physical 

communication bus 114 and the transceiver 94 as well as a structures may be vulnerable to certain types of disasters, 

communication processor function for signals received via Highly dense forested areas may be vulnerable to forest 

transceiver 94 from surveillance satellites 8 of FIG. 1. The fires, and forested areas containing high population densities 

preprocessor 96 is capable of formatting messages to and may be even more vulnerable. As discussed in more detail 

from the surveillance satellite and controlling communica- 35 below, the use of such vulnerability factors characterizing 

tions between the transceiver 94 and the surveillance satel- different regions to be surveyed may be used to establish 

lite 8. appropriate warning danger index levels and to establish 

In addition, as illustrated in FIG. 8, the warning control priorities for emergency response dispatch, 

center 90 includes antenna 98 for transmission and receipt of ^ ™e display processor 124 along with display terminals 

surveiUance aircraftArehicle/drone or ground based surveil- 126 0 i mG - * ****** at the warning command/control 

lance signals. The antenna 98 is connected via transceiver 2 J° rcsults ° f * e surveillance and analysis 

100 to preprocessor 102 which in turn is connected to of S1 S nals rcc P lvcd ^m surveillance equipment to inform 

communication bus 114 of the warning control center 90 as 0perato * ? f dan 8 erous situations m vanous regions being 

tu uutt-auuu us uuig , 7 1 yv surveyed. In addition, speech synthesizer 128 and speakers 

illustrated in FIG. 8. The preprocessor 102 controls com- 45 13fJ £ be used to produce audible warning signals to 

mumcation between the warning command/control center tore and pcrsonncl the warning 

90 and the vanous surveillance equipment located in control center 90 of FIG 8 

aircraft, vehicles or pilotlcss drones or in ground based nG 9 yica|es , hc geDeral stnjclure o£ a broadcast 

surveillance as indicated in FIG. 1. Just as in the case of d index m 140 , ransmitted from conlro , 

communicator, with surveillance satellite 8, the warmng JQ cen , er yia> for k 4 rf ^ j ^ 

control center 90 may transmit command/control messages, m inc , udes ffl fle , ds as for various 

including GPS based command signals, to the various areas under surveillanoe . For each are]l( the message 

ground eased and aircratt surveillance equipment via the Gps of ^ 

area boundaries 142 along 

preprocessor 102 and transceiver 100. ^ a calculated danger index 144 for that particular area. 

The warning control center 90 also includes image pro- 55 Different coordinates and danger indices are transmitted for 

cessors 104 with associated co-processors 106 to perform cac h of the areas for which a dangerous situation may exist, 

analysis of received image signals generated via video As discussed above, the warning devices 11 of FIG. 1 

scanning from the surveiUance satellites, surveiUance air- compare the calculated GPS location coordinates of indi- 

craft or ground based surveillance equipment of FIG. 1. The vidual warning devices with the received GPS boundary 

image processors 104 and co-processor 106 are especially 60 coordinates in successive sections of the broadcast danger 

adapted for high-speed parallel image processing and may index message of FIG. 9. If a particular warning device 11 

include the use of such techniques as neural networks and determines that it is located within the boundaries defined by 

high speed vector processing computers. The use of neural the GPS coordinates corresponding to a particular area, then 

networks is discussed in more detail below. the warning device 11 6 will activate warning signals 

The warning control center 90 also includes control 65 indicating the degree of danger as 7 communicated via the 

processor 116 with memory 118 which receives input signals danger index 144 in the broadcast danger index message 

from the various surveillance equipment discussed above 140. 
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In the case of the circular warning areas of FIGS. 5 and tion necessary for operation for the overall scanning and 

6, the broadcast danger index message 140 of FIG. 9 may surveillance system. 

indicate only the GPS coordinates of the center of the FIG. 10 also illustrates the use of image processors 170 

dangerous situation as illustrated in FIG. 5. The message which may be implemented using neural networks or other 

will then indicate the radius of successive concentric circles 5 specialized image processing architectures including high 

defining the concentric warning areas around and in the speed vector processors and parallel processing systems, 

vicinity of the dangerous situation. For example, in the The image processors 170 are connected to image memory 

situation of FIG. 5 different danger indexes would be 172 wherein information from video and infrared scanners is 

indicated in the message for areas within a distance of radius stored prior to processing by the image processor 170. 

Rl, those within a distance of radius R2, and so forth. In this 10 Intermediate results from image processors 170 may also be 

case, the warning device 11 need only decode the GPS stored in image memory 172 depending upon the image 

coordinates of the center of the dangerous situation, and by processing and analysis algorithms implemented. The 

comparing those coordinates with its own coordinates, results of me image processing are transmitted under control 

determine the distance between the warning device 11 and 0 f con trol processor 168 to the warning/command control 

the center of the dangerous occurrence. That distance will is center 2 of FIG. 2. Entire images may be transmitted or only 

define the particular concentric area of FIG. 5 within which images that have been analyzed and for which there is 

the warning device U is located, and thus define the concern that a dangerous situation may exist as determined 

appropriate danger index for that warning device. by image processor 170. Image signals from the video 

The extension of the circular warning areas with sector scanners 162 and infrared scanners 164 may also be directly 

divisions as shown in FIG. 6 permits a further refinement of 20 transmitted via radio 158 and antenna 160 to the ground 

me circular area of FIG. 5 by defining both the distance from station without the use of image processor 170. When 

the center of the dangerous situation and the particular appropriate, image processor 170 may be able to conserve 

angular sector in which the warning device 11 may be bandwidth on down link 22 to warning/command control 

located. In this case, the messages of FIG. 9 may define center 2 of FIG. 1, permitting more comprehensive scanning 

danger indices for different sectors of the concentric rings of 25 and transmission only of signals for which it has been 

FIG. 6 by simply specifying the distance from the center of determined that a dangerous situation may exist, 

the dangerous situation and the danger index associated with c „ ... 4 , _ 

the particular angular sectors located at that distance. Emergency Response/dtspatch Semces 

_ ^ ., „, « „. A . „ FIG. 11 illustrates an emergency response/dispatch sys- 

Danger DetecUon/surveillance Satellites, Aircraft, M tem ^ memod }JseM m the presem inventions . In na Uj 

Drones the warning control center 202 may be integrated with the 
FIG. 10 illustrates a configuration 150 of a danger detec- warning/command control center 2 of FIG. 1, or, in fact, may 
tion satellite such as surveillance satellite 8 in FIG. 1. The be separate and communicate via radio or wireline or 
same configuration would also apply to surveillance aircraft/ wireless links with the warning/command control center 2. 
pilotless-drones 10 such as shown in FIG. 1. Manned 35 The warning control center 202 is used to dispatch and 
surveillance configurations would also include audio com- control emergency response services to assist in alleviating 
mand and response links not shown in FIG. 10. The con- the dangerous situation. Such services might include lire 
figuration of FIG. 10 includes a control processor and signal fighting equipment, police forces, military forces, medical 
routing circuit 152 used to control communications and emergency units, or any other emergency service personnel 
switching between the various elements of the surveillance 40 and/or equipment. The location of such equipment indicated 
scanning and communication system. The control processor via vehicles 206 in FIG. 11 is accurately known via GPS 
and signal routing circuit 152 is connected to power supply satellite 6 using conventional and known techniques. The 
154 and to clock circuit 156 from which it derives accurate warning control center 202 communicates with remote con- 
timing. Radio 158 is used to transmit and receive signals via trol centers 204 which may be dispersed over widely sepa- 
antenna 160 to the warning/command control center 2 of 45 rated geographic areas and used for control and dispatch of 
FIG. 1. The danger detection satellite configuration 150 emergency services, personnel and equipment located on a 
includes video scanners 162 operated via control lines 174 regional basis. The remote control centers in- turn transmit 
from the control processing and signal routing circuit 152. dispatch signals and communicate with the emergency 
Video scanning signals are converted from analog to digital response and disaster assistance personnel and equipment 
form by analog/digital convenors 176 and 178 using con- 50 206 as illustrated in FIG. U. The remote control centers may 
ventional and well known techniques. also communicate with each other to further facilitate the 
In addition to the video scanners 162, the danger detection most efficient dispatching of emergency response of sys- 
satellite configuration 150 includes infrared scanners 164 terns. 

likewise controlled by control circuits 174 from the control In addition to operation based on communications to and 

processor and signal routing circuitry 152. In a similar 55 from the warning/command control center 2 of FIG. 1, the 

manner to that for the video scanners described above, the warning control center or remote control centers of FIG. 11 

infrared scanner signals are converted from analog to digital also will receive the broadcast danger index messages 140 

form via analog-to-digital converters 180 and 182 as illus- indicated in FIG. 9. Using this information, each of the 

trated in FIG. 10. In addition to the control processor and remote controls centers will be able to immediately decode 

signal routing circuit 152, control processor 168 is used to 60 broadcast messages indicating dangerous situations within 

control communications from the surveillance satellite with the region for which they have dispatch responsibility. This 

the ground station via radio 158 and antenna 160. The immediate access to the broadcast danger index messages 

control processor also receives control commands from the 140 of FIG. 9 can be of great assistance in facilitating proper 

ground station, decodes those commands, and generates dispatch of emergency assistance. Likewise, the emergency 

control signals for the video scanners 162 and the infrared 65 equipment 206 of FIG. 11 will receive the broadcast danger 

scanners 164. Control memory 166 is used with control index messages of FIG. 9, and also will have direct decode 

processor 168 for storage of program and control informa- capability, further facilitating rapid dissemination of infor- 
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mation relative to dangerous situations and thus insuring the 
most timely response possible from emergency assistance 
personnel and equipment. 

Neural Computing Networks and Image Processing 5 

Shown in FIG. 12 is one embodiment of a neural com- 
puting network having processing elements suitable for 
performing successive computations on image and other 
data derived from scanning and surveillance. Such neural 
computing networks are used to carry out the image pro- 10 
cessing in the computers 104 of FIG. 8 and 170 of FIG. 10. 
The neural network of FIG. 12 includes multiple processing 
elements 214 and 216 configured in layered structures. The 
processing elements (PE's) map input signal vectors to the 
output decision layer, performing such tasks as image rec- 15 
ognition and image parameter analysis. Although the layered 
structure of FIG. 12 is shown as the preferred embodiment, 
it is noted that any appropriate neural network computer 
processing configuration can be substituted. 

A typical neural network processing element or circuit is 
shown in FIG. 13. Input vectors 221 (identified as XI, X2, 
. . . Xn) are connected via weighing elements 222 (identified 
as Wl, W2 . . . Wn) to a summing node 224. The output of 
node 224 is passed through a non-linear processing element 
228 to produce an output signal U. Offset or bias inputs can 
be added to the inputs through a weighing circuit 226 
(identified as Wo). The non-linear function 228 is preferably 
a continuous, differentiable function, such as a sigmoid, 
which is typically used in neural network processing ele- ^ 



20 



ment nodes. 

In accordance with standard expert system and neural 
network programming techniques, the neural networks used 
in the danger detection system of the invention are trained to 
continuously analyze various types of image data to 35 
recognize, quantize and characterize such images through- 
out the surveillance operations. Training the network 
involves providing known inputs to the network resulting in 
desired output responses. The weights are automatically 
adjusted based on error signal measurements until the ^ 
desired outputs are generated. Various learning algorithms 
may be applied. Adaptive operation is also possible with 
on-line adjustment of network weights to meet imaging 
requirements. 

The neural network configuration of the image analysis 45 
computers of FIGS. 8 and 10 is preferably implemented in 
a highly parallel image processing structure, enabling rapid 
image analysis and recognition necessary for optimizing 
danger detection and decision making real time message 
dispatch decisions. Very Large Scale Integrated (VLSI) 50 
circuit implementations of the neural processing elements 
provide a relatively low cost but highly reliable system 
important to a warning and automatic dispatch system of the 
type herein disclosed. In particular, loss of any one process- 
ing element does not necessarily result in a processing 55 
system failure. 

The above described programming techniques are well 
know to those of ordinary skill in the art, as discussed in the 
various references incorporated by reference above, and 
accordingly, are not repeated in detail here. Other processing 60 
implementations can be substituted For example, in the 
alternate embodiment shown in FIG. 14, the neural com- 
puting network is implemented with multiple virtual pro- 
cessing elements 236 coupled to an image processor 232. 
Image data is presented to the image processor 232 over date 65 
bus 234 and is routed to selected virtual processing elements 
236, which implement the neural network computing func- 



tions. The virtual processing elements 236 may comprise 
pipe-lined processors to increase the overall speed and 
computational efficiency of the system. 

Expert Knowledge Systems and Fuzzy Logic 

The herein disclosed danger warning and emergency 
response dispatch systems and methods are based on the 
generation of danger indices indicating the degree of danger 
in various geographical areas. The factors involved in mak- 
ing such computations are many and complex requiring a 
structured and logical approach in organizing large amounts 
of data and information, and from that information gener- 
ating danger indices indicative of actual dangers in different 
areas based upon multiple inputs from surveillance scanning 
systems and from database computers. Problems of this type 
generally benefit from the use of expert system technology 
with preprogrammed decision rules based upon expert expe- 
rience reflecting proper response to various situations. Vari- 
ous such expert system approaches are possible and may be 
used in the danger warning and emergency response dis- 
patch systems and methods herein disclosed. Indeed, it is the 
intent that the invention herein described not be limited to 
any particular data analysis and organization methods. 
However, a particularly attractive method, and one which 
demonstrates the interrelationship of the various variables 
and the logical operations necessary to generate the desired 
danger indices and corresponding control and dispatch mes- 
sages is that of fuzzy logic The complexities and range of 
options in the danger warning system herein described 
makes fuzzy logic an ideal methodology to optimize the 
warning and dispatch process by monitoring and analyzing 
the various sensor outputs according to properly weighted 
parameters. 

The fuzzy logic controllers execute fuzzy logic inference 
rules from a fuzzy rule base. Input and output variables are 
defined as members of fuzzy sets with degrees of member- 
ship in the respective fuzzy sets determined by specified 
membership functions. The rule base defines the fuzzy 
inference system and is based on expert knowledge for 
system control based on observed values of the control 
variables. The input data defines the membership functions 
used in the fuzzy rules. The reasoning mechanism executes 
the fuzzy inference rules, converting the input data to output 
control values using the data base membership functions. 

A preferred embodiment of the fuzzy logic controller 
disclosed herein is based on a fuzzy reasoning system using 
input variables corresponding to at least distance from the 
danger, area vulnerability, and the relative velocity with 
which the danger is approaching the area. The fuzzy logic 
inference system generates output signals that indicate dan- 
ger indices for each of the areas of concern. The preferred 
embodiment of the fuzzy logic controller is implemented 
using trapezoidal fuzzy membership functions as shown in 
FIGS. 15A through 15D. Other membership functions 
(MF's) are possible including: (1) Triangular MF's, (2) 
Gaussian MF's, (3) Generalized Bell MF's, and (4) Sigmoi- 
dal MF's, and can easily be substituted for the trapezoidal 
fuzzy membership functions. 

The rule base for the danger warning and emergency 
response system and method disclosed herein is formulated 
with "IF . . . THEN ..." structures representing the linguistic 
expression of the logical elements involved in the fuzzy 
logic rule base. As shown in FIG. 15, the triangular mem- 
bership functions include overlapping membership ranges 
for the following variable rangers: 
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DISTANCE: 


VERY CLOSE, CLOSE, MODERATE, 




FAR, VERY FAR 


VULNERABILITY: 


VERY LOW, LOW, NORMAL 




HIGH, VERY HIGH 


RELATIVE VELOCITY: 


LOW, MODERATE, HIGH 


DANGER INDEX: 


VERY LOW, LOW, MEDIUM, HIGH, 




VERY HIGH 



To better understand the fuzzy logic compositional rules 
applied to the fuzzy danger warning and emergency 
response system and method herein disclosed, consider first 
just the Distance variable shown in FIG. 15A. The fuzzy set 
corresponding to "Very Close Distances" {DVC} is the set 
of all distances D between zero and the upper distance 
DVCu defined for very close distances. Similarly, the fuzzy 
set corresponding to close distances {DC} is the set of all 
distances between the lowest defined close distance DQ and 
the upper close distance DCu. Because of the "fuzzy" 
definitions of "very close" and "close", it will be true that 
DQ<DVCu, and the fuzzy sets will overlap. Similarly, 
overlap occurs between the other defined distance ranges. 

The nature of the overlapping membership functions for 
several of the variables involved in the disclosed danger 
warning and emergency response system and method is 
illustrated in FIGS. 15A through 15D. Similar relationships 
would exist for other variables not shown. 

In the fuzzy logic implementation, the three input vari- 
ables (distance, vulnerability, and relative velocity) are used 
to compute the danger index with the corresponding mem- 
bership functions indicated in FIG. 15. Example danger 
index fuzzy logic inference rules are shown in FIG. 16. 

In the example rule set shown in FIG. 16, twenty-five 
fuzzy logic inference rules are indicated for each of the three 
values of relative velocity : Low, Moderate, and High. A total 
of 75 rules are indicated. For each of the values of relative 
velocity, various combinations of vulnerability and distance 
are indicated. In each of the three matrices, the distance 
variables are indicated in the five columns while the vul- 
nerability indices are indicated in the rows of the matrices. 
For example, reading from FIG. 16: 

IF Relative Velocity-Low, and Distance-Close and 
Vulnerability-Low, THEN Danger Index-Medium. 

IF Relative Velocity-Moderate, and Distance- Very Close 
and Vulnerability-High, THEN Danger Index 32 Very 
High. 

IF Relative Velocity-High, and Distance-Far and Vulner- 
ability Very High, THEN Danger Index-High. 

It should be understood that different rules would exist if 
different parameters and data were considered. The 
examples given here are only meant to be illustrative of the 
possibility of organizing the information necessary to gen- 
erate the danger index and dispatch control messages using 
fuzzy logic principles. 

Because of the overlapping nature of the input variables 
as indicated in the membership functions of FIGS. 15A, 
15B, 15C and for the danger index as indicated in FIG. 15D, 
multiples of the fuzzy logic inference rules of FIG. 16 may 
be "fired" for given discrete values of the input variables. 
The fuzzy logic inference rules of FIG. 15 are structured 
using the input value for each of the input variables com- 
bined with logical "AND" operators. Standard fuzzy logic 
methods, are used to derive the correct value of the output 
danger index. 

An example calculation using these input variables is 
illustrated in FIG. 17. Using fuzzy logic principles, the 
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danger index for each combination of input variables is 
calculated as corresponding to the minimum membership for 
each of those variables. As shown in row 1 of FIG. 17, for 
the indicated values of relative velocity, vulnerability and 

5 distance, the membership for distance is the minimum of the 
three which would be the corresponding membership for the 
very high danger index. Similarly, in the second row of FIG. 
17 the minimum membership corresponds to the vulnerabil- 
ity factor, which determines the membership in the high 

10 range for the danger index. This figure illustrates just two of 
the multiple fuzzy logic inference rules fired by the indicated 
variable fuzzy membership grade. The discrete value for the 
danger index can be calculated using the centroid method as 
indicated in FIG. 17, or other appropriate defuzzification 

15 algorithms. 

FIG. 18 indicates an area danger index matrix computed 
with the above described methods. An index Dij is calcu- 
lated for each area being surveyed by the surveillance 
mechanisms herein above disclosed. It is these danger 

20 indices that are transmitted via the broadcast danger index 
messages of FIG. 9. In the case of the rectangular grid of 
FIG. 2, a danger index is computed for each of the indicated 
rectangular sections using the fuzzy logic inference prin- 
ciples described above. In the case of circular warning areas 

25 with sector divisions as shown in FIG. 6, danger indices 
would be computed for each of the indicated areas such as 
area A 32 indicated in FIG. 6. 

An area value matrix is indicated in FIG. 19 with the 
values Vij representing values of respective regions or areas 

30 being scanned. Once again, in the case of a rectangular array, 
a value index would be used for each of the rectangular 
subareas. Similarly, in the case of the circular areas with 
sector divisions as shown in FIG. 6, a value would be 
determined for each of the circular subareas. The values in 

35 the matrix 252 may reflect the presence of high population 
densities, very valuable properties, or valuable natural 
resources. Separate value matrices may be obtained for 
valuable objects, property or persons in particular areas to be 
surveyed. The particular numerical values in the value 

40 matrix may be stored, for example, in the database storage 
122 of FIG. 8. 

Using a combination of the values in the area danger 
index matrix 250 of FIG. 18 and the value matrix 252 of 
FIG. 19, an area priority matrix 254 may be computed as 

45 shown in FIG. 20. This matrix may be of assistance in 
dispatching emergency assistance personnel and resources 
in a manner that depends on both the danger and the value 
of the personnel or objects present in each of the areas. For 
example, one area may have a high danger index, but with 

50 no population and/or very little valuable assets contained 
therein. In such an instance, it may be wiser to dispatch 
emergency assistance to other areas that may have a lower 
danger index but have a higher priority based on the value 
of the contents of the area. With this type of calculation, 

55 danger indices and priority indices may be transmitted via 
the broadcast emergency message transmitting system indi- 
cating the degree of danger to the persons or objects located 
in each individual area, and also prioritizing those areas 
which should first receive emergency assistance based on 

60 the value of the contents of particular areas. 

FIG. 21 is a generalized, overall flow diagram for the 
danger warning and emergency dispatch message systems 
and methods herein disclosed. As indicated in FIG. 21, input 
data may come from satellite/aircraft/pilotless drones or 

65 from ground based surveillance systems as indicated in FIG. 
1. Continual monitoring occurs for dangerous situations in 
block 264. If danger is detected, danger test 270 passes 
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control to the warning command control center by transmit- 
ting appropriate data as indicated in control block 272 of 
FIG. 21. The received data is analyzed in block 274 using the 
techniques and methods disclosed herein above. Information 
is retrieved from the database indicating the vulnerability of 
particular areas and the value of persons and/or other objects 
that may be present in each individual area in block 276. 
Based on successively received indications of danger, the 
relative velocity of the dangerous situation in any given 
direction is calculated in block 278. Using the above 
described information, the danger index matrix is calculated 
in block 280 of FIG. 21. If appropriate, the priority matrix 
described above is calculated in block 282 based on the 
value of personnel and/or assets in each individual area. 
Warning and dispatch messages are transmitted in block 284 
via the broadcast network. Emergency assistance is dis- 
patched in block 286 of FIG. 21. 

A further embodiment of the present invention includes an 
earth scanning system and method employing a plurality of 
earth scanning platforms, including a plurality of earth 
satellites 8 and a plurality of pilotless drone aircraft 10, each 
of which platforms supports one or more electronic (e.g. 
television) cameras. Two-way communications 22a between 
computing systems in the satellites 8 and computing systems 
in the drones 10 of the system are effected to maximize 
system detection and efficiency. The method also employs 
artificial intelligence including neural networks and fuzzy 
logic ware, including software and electronics hardware, to 
control data transfer, scanning by both the satellite 8 and 
drone mounted scanning (television) systems 10, and control 
of the flight path(s) of the scanning pilotless aircraft or 
drones 10. 

A still further embodiment of the present invention 
includes a planet earth surveillance system and method for 
scanning select portions of the earth and computer analyzing 
the surveillance or scanning signals to detect variables in 
planet earth, wherein a plurality of moving aerial platforms 
including pilotless drones 10 and earth satellites 8 are 
employed, improvements are provided in communicating 
22a between and control of the surveillance platforms 8, 10 
in their movements and/or their scanning of the earth. In one 
form, a plurality of geo-synchronized earth satellites 8 can 
select a portion of the earth's surface which selected portion 
is also scanned by a plurality of pilotless drones 10 wherein 
one or more of such drones is controlled by signals from 
either the satellites 8,22/z and/or from a master computer on 
the ground 2, 24 which includes a computerized image 
analysis system for the satellite and drone scanning system. 
Satellite scanning operations are also controlled by such 
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computer at least partly as a result of the results of com- 
puterized analysis of the image signals generated by the 
satellites and drone aircraft earth scanning system. 
The inventions set forth above are subject to many 

5 modifications and changes without departing from the spirit, 
scope or essential characteristics thereof. Thus the embodi- 
ments explained above should be considered in all respect as 
being illustrative rather than restrictive of the scope of the 
inventions as defined in the appended claims. For example, 

10 the scanning and surveillance operations may be carried out 
using a wide variety of sensing equipments. Similarly the 
various computing operations described herein may very 
depending upon the particular computer structures and algo- 
rithmic approaches selected. 

15 What is claimed is: 

1. A method of providing an automated, wide area, danger 
warning and emergency response comprising the acts of: 

(a) transmitting information signals from a detection 
20 location via radio transmission signals to a control 

center for analysis, 

(b) analyzing the received information signals in the 
control center in computer systems employing expert 
system technology, 

25 (c) determining in the control center the existence of 
danger at the detection location based on analysis of the 
received information signals, 

(d) generating in the control center a danger warning, 

(e) generating in the control center an emergency 
30 response including a danger index indicating a degree 

of danger, 

(f) broadcasting the danger warning and emergency 
response from the control center to a plurality of 

3S remotely located warning devices each of which has a 
GPS receiver and the ability to calculate its own 
location in GPS coordinates, 

(g) receiving via the broadcast signals the danger warning 
and emergency response in the remotely located warn- 

40 ing devices, and comparing in each remotely located 
warning device the coordinates of the dangerous situ- 
ation with its own GPS coordinates for determining the 
proximity of the remote warning device to the detection 
location, and 

45 (h) automatically issuing from the control center a signal 
corresponding to the extent to which the remotely 
located warning device is in danger. 
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identification. Subscribers having calling name delivery 
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TARGETED DISASTER WARNING SYSTEM 
AND APPARATUS 

BACKGROUND 

1. Field of the Invent ion 

The present invention relates generally to providing tar- 
geted disaster warnings to telephone subscribers in pre- 
determined geographic areas. 

2. Background of the Invention 

Early warnings of natural (e.g., tornadoes) or man-made 
(e.g., leaks of toxic gases) disasters can save lives. However, 
any warning, no matter how timely, must be actually 
received by the people in danger, and must be heeded by the 
recipient if there is to be any benefit. Conventional systems 
for issuing disaster warnings may be directed to very large 
populations, for example, by radio or television, or may be 
directed to very small populations, for example, by people 
going house-to-house to notify the occupants. More recently, 
"weather radio" is being implemented to allow more local- 
ized warnings based on the listener's specific location. 

However, all of these early warning systems have inherent 
disadvantages that reduce their effectiveness. For example, 
in the case of radio and television broadcasts, the television 
or radio sets must be turned on and monitored for the 
warning to be received. Moreover, it is not uncommon for 
the power systems in disaster zones to be out of operation, 
further limiting the likelihood that the target audience will 
receive the warnings. Finally, because television is designed 
to reach a maximum audience in a geographic region, it 
cannot currently be used to specifically target only those in 
the greatest danger. Thus, the warnings are sent to far more 
people than actually need to be warned. If people are often 
interrupted by alarms that do not apply to them, then they are 
less likely to heed subsequent warnings. 

The "weather radio" system, when fully implemented, 
may overcome some of these limitations by issuing a radio 
signal to specially purchased radio receivers. The signal will 
cause the radio set to turn itself on and broadcast the warning 
to all listeners. However, even this solution has some 
disadvantages. First, the system is not in widespread use 
because it requires the purchase of a special radio receiver. 
Second, while weather radio can be directed toward a more 
specific geographic area than other broadcasting means, it 
cannot target very small regions, such as people located on 
a certain street More people will receive the warning than 
are actually in danger, resulting in false alarms for many 
people. Thus, with weather radio systems, the result could be 
even more dangerous, as people who have been inconve- 
nienced by false alarms may disable the feature or merely 
ignore further weather radio warnings. 

When house-to-house personal warnings are issued, or 
neighborhood-wide announcements made via loud speakers, 
the deficiency is not in reaching the correct audience, but 
reaching them in time to provide sufficient early warning. 
Even if the target area is very small, if the danger stems from 
a rapidly moving force, such as a tornado, personal notifi- 
cation cannot provide the necessary early warning. 

SUMMARY OF THE INVENTION 

The present invention utilizes an Advanced Intelligent 
Network ("AIN") to provide early disaster warnings to 
recipients in specifically targeted geographic areas. AIN 
systems are described in U.S. Pat. Nos. 5,701,301 and 
5,774,533, which are incorporated herein by reference in 
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their entirety. The invention uses existing calling number 
delivery ("CND") and calling name delivery ("CNAM") 
systems to provide early disaster warnings to subscribers 
within the targeted areas. The invention includes a special- 

5 ized service node ("S-SN") shown in the FIG. 1. The S-SN 
is connected to a computer control terminal that defines the 
geographic area to which the targeted warning message must 
be sent. The S-SN is a service node, as is currently well 
known in the art, with added capabilities such as multiple 
communications links to multiple service switching points 
("SSPs" or "switches"). Additionally, the S-SN is pro- 
grammed to partially emulate an SSP by issuing call setup 
and release messages to other SSPs using the Common 
Channel Signaling System 7 ("SS7 M ) network. However, in 
a preferred embodiment, the S-SN has no actual voice trunks 

15 installed, i.e., does not emulate the full capabilities of an 
SSP. In a preferred embodiment, the computer control 
terminal is operated by a national or regional authority such 
as the National Weather Service ("NWS"). 

In the present invention, an operator (or software) on the 

20 computer control terminal transmits a warning message to 
the S-SN along with the geographic regions to be warned. In 
a preferred-embodiment, the computer control terminal is 
equipped with a graphical user interface allowing an opera- 
tor to select the warning area by highlighting different 

25 portions of a map. The maps used in this preferred embodi- 
ment have a range of scales, down to the street-level, 
enabling highly specific targeting of the warning area. 

In a preferred embodiment, the S-SN maintains a database 
of all customers having subscriptions to CND service, 

30 CNAM service or both. The database includes the subscrib- 
ers' telephone number and geographic location (e.g., a street 
address). In an alternate embodiment, the database stores 
information only for those customers specifically subscrib- 
ing to the Disaster Warning service. The S-SN identifies the 

35 subscribers within the specific geographic region to be 
warned and initiates a series of telephone calls in rapid 
succession to all of the identified subscribers. The S-SN 
issues call setup messages in which the Calling Party 
Number ("CgPN") field is set to a numeric code correspond- 

40 ing to the type of emergency. In this way, when a subscrib- 
er's customer premises equipment ("CPE") displays the 
calling party's number, it displays the special warning code. 
Each type of emergency or action required is assigned a 
unique numeric code. When the numeric code is displayed 

45 as the calling number, the subscriber is alerted to the disaster. 
Subscribers having CNAM service receive a text message 
displaying a brief warning message. In a preferred 
embodiment, a text message and the numeric code for each 
Disaster_iype are stored in an existing name database used 

so to support CNAM services. Such name databases are gen- 
erally stored on a Service Control Point ("SCP"). In 
response to a CNAM query, the SCP returns the disaster text 
message for display on the subscriber's CPE. The text 
display provides all the information necessary to alert the 

55 subscriber of the impending danger. In an alternate 
embodiment, the disaster text message is contained within 
the call setup message issued by the S-SN. In this 
embodiment, a database query is not necessary. 
The S-SN follows each call setup message with a call 

60 release message. However, to allow sufficient time for the 
delivery of the calling number and/or calling name, the call 
release message is sent only after a pre-determined waiting 
period elapses. The pre-determined waiting period is at least 
as long as the name retrieval timer set within the switch, i.e., 

65 the timeout period for CND or CNAM services. In a 
preferred embodiment, the pre-determined waiting period is 
at least six seconds. 
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It is an object.oftbe present invention to provide a disaster S-SN 80 is connected to computer control terminal 90 

warning system that overcomes the above-cited problems. which is used to define the geographic area in which to send 

More specifically, it is an object of the present invention to the targeted warning message. In a preferred embodiment, 

provide a disaster warning system that is targeted to reach computer control terminal 90 is operated by a national or 

only people in imminent danger. 5 regional authority such as the National Weather Service or a 

Another object of the present invention is to provide a state-operated disaster prevention/alerting body, 

disaster warning system that minimizes the incidence of FIG. 2 is a flow chart exemplifying the steps performed in 

false alarms. an embodiment of the present invention. The flow chart is 

Another object of the present invention is to provide a described with reference to subscribers 30, 40 and 50 in FIG. 

disaster warning system that is compatible with existing 10 Subscriber 30 has telephone 31, CPE 32, and analog 

telecommunications equipment. telephone line 33 connected to SSP 34. Subscriber 40 has 

Another object of this invention is to provide a disaster telephone 41, CPE 42, and analog telephone line 43 con- 
warning system using telecommunications equipment that is ^tl° SS J 44 ' Serially, subscriber 50 has telephone 51, 
already prevalent in people's homes and/or workplaces. „ P E *J analog telephone line 53 connected to SSP 54. 

a .if u- ♦ c\u . • • . . .j 15 Lines 33, 43 and 53 have telephone numbers 333-333-1000, 

Another object of the present invention is to provide a 444.444^000 and 555-555-1000, respectively. In this 

disaster warning system capable of reactang people in a } subscribers 30, 40 and 50 live on Street A. Sub- 

fcrgeted area almost simultaneously with the determination ^ 3Q has CND servicCj subscriber 40 has CNAM 

to issue the wammg. service, and subscriber 50 and both CND and CNAM 

DESCRIPTION OF THE DRAWINGS 20 U b ' note f * at * P oss * le for * 

subscriber to subscribe only to CNAM service, few sub- 

FJG. 1 is a schematic diagram showing the key compo- scribers would gpt CNAM without CND. 

nents of an Advanced Intelligent Network used in an i n the first step, an operator (or software) 00 computer 

embodiment of the present invention. control terminal 90 transmits a warning message to S-SN 80 

FIG. 2 is a flowchart showing the steps performed in an 25 (step 101). In one embodiment, the warning message 

embodiment of the present invention. includes information such as the Disaster_Type and the 

Geographic_j\rea. In a preferred embodiment, the message 

DETAILED DESCRIPTION OF THE includes additional information such as a Timing parameter, 

INVENTION described below. 

30 

The present invention utilizes an Advanced Intelligent Each DisasteOtype is assigned a unique numeric code, 

Network ("AIN") to provide the targeted disaster warning of 50 the rec ipient ^ n decipher the warning message. The 

the present invention. More specifically, the present inven- numeric code is used in the Calling Party Number ("CgPN") 

tion uses CND and CNAM systems to provide targeted field when the warning calls are setup (step 102). Thus, 

disaster warnings to subscribers within specific geographic 35 uadcr current AIN standards, the numeric code is limited to 

areas. The implementation and operation of CND systems 15 di S its - In one embodiment, the Disaster_iype received 

are described in Bellcore Specification TR-NWT-000031, from control terminal 90 is the unique numeric code. For 

Calling Number Delivery, which is incorporated herein by example, the Disaster_Type could be "911-222-3333" to 

reference in its entirety. CNAM systems are described in indicate a category 3 tornado. In an alternate embodiment, 

Bellcore Specification TR-NWT-001188, Calling Name 40 S^N 80 looks up me numeric code in database 81 according 

Delivery Generic Requirements, which is incorporated to me Disaster_TVpe. In the present example if the NWS 

herein by reference in its entirety sends a warning message with a Disaster_Type of "category 

FIG. 1 is a schematic diagram of the present invention 3 tornado," S-SN 80 consults database 81 to determine that 

showing a Specialized Service Node ("S-SN") 80. S-SN 80 fc*?g?£^ " 

has all of the features of a regular Service Node ("SN"), but 45 102 > 80 911-222-3333 to the CgPN m the call 

is also equipped with Common Channel Signaling System 7 se tu P messages. 

("SS7") data links, and has the capability of issuing tele- ^ Geographic_Area identifies the region to which the 

phone call setup and release messages to several Service taigpted warning a message will be sent. In a preferred 

Switching Points (referred to herein as either "SSP" or embodiment, a graphical user interface on computer control 

"switch") simultaneously. Such call setup and release mes- 50 terminal 90 provides the capability-for selecting the 

sages are transmitted over SS7 data link 66 as Integrated Geographic^Area directly from a mapping system. The 

Services Digital Network User Part ("ISUP") messages. The m aps used in this preferred embodiment provide a high level 

capability to issue ISUP messages allows S-SN 80 to emu- of granularity enabling highly specific targeting of the area 

late some functions of a switch. However, in a preferred to be warned. Using this system, the operator is able to zoom 

embodiment, S-SN 80 has no voice trunks, so although it 55 down J° ^ street-level to select the houses to be notified on 

issues ISUP messages, no actual voice circuits arc allocated a particular street. 

between S-SN 80 and a switch. S-SN 80 transmits ISUP The Timing parameter is used to control congestion on the 

messages using SS7 link 66 to Signaling Transfer Point system. In a preferred embodiment, the Timing indicates the 

("STP") 60. STP 60 has SS7 links 63, 64, 65 and 67 to order in which to notify subscribers, such as 10 notify 

Service Switching Point ("SSP") 34, SSP 44, SSP 54 and 60 subscribers from Northeast to Southwest within the 

Service Control Point ("SCP") 70, respectively. Geographic^ Area selected. In this embodiment, if the Tim- 

Additionally, in a preferred embodiment, S-SN 80 receives ing is not provided by control terminal 90, all customers in 

database updates from Services Management System the Geographic_^Area have the same priority. 

("SMS") 10O using data link 82. In a preferred embodiment In a preferred embodiment, the Disaster Warning service 

data link 82 uses a high-speed data communications 65 is offered as a complimentary service to customers subscrib- 

protocol, such as Asynchronous Transfer Mode ("ATM"), ing to CND service or CNAM service. Id this embodiment, 

TCP/IP or X.25, each of which are well known in the art. database 81 on S-SN 80 stores the telephone number and 
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Uaddress for all customers having subscriptions to CND ing steps (106-115) in the flow chart are described in the 

f service, CNAM service or both. In an alternate embodiment, four examples below. 
' Ahe Disaster Service is offered on a subscription basis. In this 

Hembodiment, the database stores information only for those EXAMPLE I 

\ customers also subscribing to the Disaster Warning service. 5 

)Thc data stored in database 81 is provided by and updated Subscriber Has Neither CND nor CNAM Activated 

by SMS 100, which al^ provides data to SCP 70 for use in In ^ x aUhou ^ subscfibcr ^ normal] sub . 

database 71. Date pa hs «2 and] K from SMS 100 to S-SN {Q CN D service, it has been deactivated. Tk, for 

80 and from SMS 100 to SCP 70, respectively, use any subscfiber 3Q 34 ^ M ^ cm nof 

^"Sf 1 communications protocol, for example, 10 CNAM service is currently activated for line 33 (steps 106 

AIM, Or X.ZS. an(j 10? j , n ^ casCj ssp 34> mQves Qn lQ step 1()8 and 

I In step 103, S-SN 80 queries database 81 to identify the continues ringing the line. After waiting a pre-determined 

subscribers within the specific geographic region to be period, S-SN 80 informs the SSP that the calling party has 

Rvarned. In this example, the NWS warning message indi- hung up (step 109). In a preferred embodiment, S-SN 80 

eated the Geographic_j\rea to be "all houses on Street A." 15 sends a call release (REL) message to the SSP. The waiting 

jThus, in step 103, S-SN 80 compiles a list of all subscribers period should be long enough to ensure that any data to be 

'on Street A, including subscribers 30, 40 and 50. transmitted to the subscriber's CPE has been sent. Since 

In an iterative manner, S-SN 80 steps through the list of CND and CNAM delivery normally takes places between 

subscribers obtained in step 103 and generates call setup the first and second ring cycle, the waiting period should 

messages for each. In step 104, S-SN 80 checks to see if all 20 allow for two ringing cycles to complete. In a preferred 

subscribers on the list have been called. If there are any embodiment, the pre-determined waiting period is at least 

subscribers that have not been called, S-SN 80 moves on to six seconds. After sending the call release message, S-SN 80 

step 105; otherwise, the disaster warning system has com- returns to step 104 and determines whether or not another 

pleted its task. subscriber is to be notified, as described above. 

In step 105, S-SN 80 issues ISUP messages to setup calls pyampi u 

to each subscriber. The ISUP messages are Initial Address EXAMPLE II 

Messages ("IAMs") which are sent to each subscriber's SSP. ~ ... Hac mm n 1 

The IAM contains the assigned numeric code for the given ^uDscnoer Has unli umy 

disaster type in the CgPN field, and the subscriber's tele- 3Q In this example, subscriber 30 has CND and has not 

phone number in the Called Party Number ("CdPN") field. deactivated the service. Thus, in step 106 SSP 34 detects that 

For example, an IAM is sent to SSP 34 for subscriber 30, CND is activated on line 33, and as a result, prepares to 

another IAM is sent to SSP 44 for subscriber 40, and a third deliver the calling number to CPE 32 (step 110). In step 111, 

IAM is sent to SSP 54 for subscriber 50. The first IAM has SSP 34 detects whether or not line 33 also has CNAM 

911-222-3333 as the CgPN and 333-333-1000 as the CdPN. 35 activated. In this example, line 33 does not have CNAM 

The second IAM has 911-222-3333 as the CgPN and 444- activated, so SSP 34 moves on to step 112. In step 112, SSP 

444-1000 as the CdPN. Finally, the third IAM has 911-222- 34 delivers the information to CPE 32. That is, SSP 34 uses 

3333 as the CgPN and 555-555-1000 as the CdPN. frequency-shift keying ("FSK") tone modulation to transmit 

Because the S-SN does not need to send any voice traffic toe CgPN for display on CPE 32. In this case, the disaster 

to the subscriber, there is no need to allocate actual voice 40 warning code of "911-222-3333" will be transmitted to CPE 

circuits between the S-SN and the subscriber. However, 32, along with the date and time. When subscriber 30 sees 

under the current telephone switching architecture, an SSP fois displayed on CPE 32, he or she will be informed of the 

will not attempt call termination unless a voice circuit is disaster alert 

established between a CgPN and a CdPN. Thus, in a After delivering the disaster warning code in step 112, 

preferred embodiment of the present invention, the SSPs are 45 SSP 34 moves on to step 108. As described above, in step 

"tricked" by using special voice circuits 35, 45 and 55 in a 108, SSP 34 continues ringing line 33 until it receives the 

loop-back configuration, as shown in FIG. 1. When an SSP call release message from S-SN 80 in step 109. S-SN 80 then 

receives the call setup message from S-SN 80, the SSP will moves on to the next subscriber to be notified in steps 104 

process the call as if an actual voice circuit were allocated. and 105. 

In a preferred embodiment, loop-back voice circuits 35, 45 50 

and 55 arc created by configuring at least one trunk interface EXAMPLE III 
card to loop-back to itself. Suitable trunk interface cards are 

available from several vendors, e.g., Lucent, Nortel and Subscriber Has CNAM Only 

Siemens. Additionally, voice path verification must be i n this example, subscriber 40 has CNAM service but 

turned off for that trunk group so that the SSP will not check 55 does not have CND service. Again, this is an unusual 

to see if the circuit is valid. S-SN 80 is capable of sending situation, but could occur under current AIN standards. In 

these call setup messages to several SSPs at once because it slcp 106 SSP 44 detects that CND is not activated on line 43, 

has an SS7 connection to STP 60. and ^ a rcsult> movcs 0Q l0 stcp m whcrc ssp 44 dctects 

Although the subscribers listed in database 81 are all that CNAM is activated on line 43. In this case, SSP 44 

subscribers to CND, CNAM or both, the subscriber may 60 moves on to step 113. In step 113, SSP 44 queries SCP 70 

have temporarily deactivated the services. Thus, when the for the calling party name using SS7 Transaction Capabili- 

subscriber's SSP receives the IAM, it detects whether or not ties Application Part ("TCAP") messaging. SCP 70 looks up 

the called line is activated for CND service, CNAM service the CgPN in name database 71 and returns the correspond- 

or both (steps 106, 107 and 111). As shown in FIG. 2, step ing name. In this example, when SSP 44 looks up the calling 

105A is usually performed concurrently with steps 106-108 65 party number, "911-222-3333" in name database 71, the 

to minimize delays in call processing. In step 105A, the SSP calling party's "name" identifies the Disaster_Jiype. Thus in 

initiates power ringing on the subscriber's line. The remain- step 114, SCP 70 sends a TCAP response message having 
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"Tornado Cat. 3" in the calling name field. SSP 44 prepares However, the switch must also be programmed to look for 

to deliver the calling party name to CPE 42 in step 115, then the calling party name in IAM. 

moves on to step 112. As described above, in step 112, SSP The foregoing disclosure of embodiments of the present 

44 transmits the calling party name, together with a date and invention has been presented for purposes of illustration and 

time stamp to CPE 42 using FSK tone modulation. The 5 description. It is not intended to be exhaustive or to limit the 

disaster warning is displayed on CPE 42 as "Tornado Cat. 3" invention to the precise forms disclosed. Many variations 

and subscriber 40 can readily determine that a severe and modifications of the embodiments described herein will 

tornado is imminent. be obvious to one of ordinary skill in the art in light of the 

The remaining steps are the same as those described for above disclosure. The scope of the invention is to be defined 

basic CND above. That is, for subscriber 40, SSP 44 10 only by the claims appended hereto, and by their equiva- 

continues ringing line 43 in step 108. In step 109, S-SN 80 lents. 

issues a call release message to SSP 44 (after waiting the What is claimed is: 

pre -determined wait period), and moves on to the next 1. A method for providing warnings to telephone sub- 
subscriber (step 104). scribe rs in a predetermined geographic area comprising the 

15 steps of: 

FXAMPI F IV 

1 assigning a first telephone number to a disaster type, 

Subscriber Has Both CND and CNAM wher ! in tbe first tele P hone Dumber corresponds to a 

specific type of disaster; 

In this example, subscriber 50 has both CND and CNAM receiving information related to a disaster and a target 

services and both services are activated. In step 106 SSP 54 20 geographic area; 

detects that CND is activated on line 53, and as a result, querying a database for a second telephone number hav- 

prepares to deliver the calling number to CPE 52. In step bg m addrcss ^ to t ^ &iiphic area> 

111, SSP 54 detects whether or not line 33 also has CNAM wherein the second telephone number has a calling 

activated. In this case, line 53 has CNAM activated, so SSP number delivery subscription; 

54 moves on to step 113. Steps 113 through 115 are 25 „ - 

e _j , -t j - r, . ttt t_ ™ A . sending a call setup message from a specialized service 

performed as described in Example III, above. That is a nnA * . , ™„~L _ . f • \ , ■ ~ . 

Vv~, An j 4 P/m 4a j * node to a service switching point, wherein the first 

TCAP query is issued to SCP 70 and, in response, the t , . , ° / ' r 

. • 44 ppn ' w ; telephone number corresponds to a specific type of 

disaster warning message is sent to SSP 54. In step 112, SSP *\ „ , . . „™ . - .J* a 

ei lMM « i^u,f «f ♦ r^yc ¥ *u- u *V *u disaster, and is m a calling party field and the second 

54 transmits the information to CPE 52. In this case, both the i„u«k™ n ,, m Ur ; c :„ „ ^iuj ' ,*„ k„\a. 

calHng party number and the calling party name, together 30 lclcph ° DC T * * a ***** P * rty ficl * 

with a date and time stamp are transmitted to CPE 52. As waitm « a P^termined amount of time; and 

before, SSP 54 uses FSK tone modulation to transmit the thereafter, sending a call release message from the spe- 

information to CPE 52. The disaster warning is displayed on cialized service node to the service switching point. 

CPE 52 as "911-222-333 Tornado Cat. 3" and subscriber 50 2 * The method of claim 1, further comprising the step of 

can readily determine that a severe tornado is imminent. 35 transmitting the first telephone number to a subscriber's 

Tne remaining steps are the same as those followed for prcn^ equipment 

CND or CNAM services, described in Examples II and III, 3 '^J^°t ° f *' wtac ? tcl ? h ° nC 

above. Tnat is, for subscriber 50, SSP 54 continues ringing nU ? b £ ^7^™ dchvc 7 subscription, 

line 53 in step 108. In step 109, S-SN 80 issues a call release^ „ J' ^ meth ° d * claim 3 > ^ comp«nng the steps of 

message to SSP 54 (after waiting the predetermined wait 40 detcrmi ™g ».*8astcr warning message and transmitting the 

period), and moves on to the ne£ subscriber (step 104). er Warnm S messa e e " * P art > Dame field t0 a 

r / customer premises equipment 

Alternate Embodiments 5 . The method of claim 4 wherein the disaster warning 

In one alternate embodiment, an extended audible or message is determined according to the first telephone 

visible alarm could be implemented by modifying the CPE. 45 number using a name database query. 

In this manner, a specialized CPE could be designed to 6. The method of claim 4, wherein the disaster warning 

trigger based on specified CgPNs or CNAMs, which are message is determined according to a calling name field in 

internally preset or programmed into the CPE. For example, the call setup message. 

if the qgPN for "Tornado Warning" is 911-222-1111, the 7. The method of claim 1, wherein the database is resident 

CPE would read that number and activate the alarm. In 50 on the specialized service node. 

another alternate embodiment, one skilled in the art could 8. The method of claim 7, wherein the database is 
modify the CPE to issue a loud audible alarm, a visible alarm populated with data from a services management system, 
such as a Bashing light, or a vibrating alarm. The type of 9. The method of claim 1, wherein the specialized service 
sound, vibration, or pattern of flashes could be unique node comprises a computer system and a plurality of data 
depending on the CgPN, e.g., different sounds or flash 55 communications links connected to a signaling network, 
patterns could represent different types of warnings. An 10. The method of claim 9, wherein the plurality of data 1 
alarm system as described above is advantageous in that it communications links employ Common Channel Signaling 
increases the likelihood that the alarm will be noticed. This System 7 protocol for data communications and the signal- 
modified CPE would work with both basic CND and CNAM mg network comprises at least one signaling transfer point, 
service services. 60 n. The method of claim 1, further comprising the step of 
In another alternate embodiment, the need for a TCAP installing a looped back interface card in the service switch- 
query is eliminated by programming the S-SN to include the ing point 

disaster warning text in the IAM message itself. Under 12. The method of claim 11, further comprising the step 

current AIN standards, IAM messages have a calling party of turning off voice path verification for the looped back 

name field which may be used for this purpose. In this 65 interface card on the service switching point 

embodiment, the disaster warning messages can be trans- 13. The method of claim 1, wherein the pre-determined 

mitted even faster with less load on the systems involved. amount of time is at least 6 seconds. 
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14. The method of claim 1, further comprising the step of 
receiving at the service switching point, a disaster warning 
message and a geographic area message. 

15. The method of claim 14, wherein the disaster warning 
message and the geographic area message are received from 
a computer control terminal. 

16. The method of claim 15, further comprising the step 
of selecting the geographic area on the computer control 
terminal using computer program providing a graphical user 
interface. 

17. A method for providing warnings to telephone sub- 
scribers in a pre-determined geographic area comprising the 
steps of: 

(a) assigning a first plurality of telephone numbers to a 
respective plurality of disaster types, wherein each of 
the first plurality of telephone numbers corresponds to 
a specific type of disaster; 

(b) populating a database with a second plurality of 
telephone numbers and a plurality of corresponding 
addresses; 

(c) receiving a message from a control terminal, wherein 
the message comprises a disaster type and a target 
geographic area; 

(d) querying the database for a third plurality of telephone 
numbers, wherein the third plurality of telephones arc 
selected from the second plurality of telephone num- 
bers and have addresses within the target geographic 
area; 

(e) sending a call setup message from a specialized 
service node to a service switching point, wherein the 
call setup message has a calling party number corre- 
sponding to the disaster type and a called party number 
selected from the third plurality of telephone numbers; 

(f) waiting a pre-determined amount of time; 

(g) thereafter, sending a call release message from the 
specialized service node to the service switching point; 
and 

(h) repeating steps (e), (f) and (g) for all telephone 
numbers in the third plurality of telephone numbers. 

18. The method of claim 17, wherein the third plurality of 
telephone numbers further have a subscription to a calling 
number delivery service. 

19. The method of claim 18, further comprising the step 
of transmitting the first telephone number to a subscriber's 45 
customer premises equipment 

20. The method of claim 17, wherein the third plurality of 
telephone numbers further have a subscription to a calling 
name delivery service. 

21. The method of claim 20, further comprising the step 
of transmitting a disaster warning text to a subscriber's 
customer premises equipment 

22. The method of claim 17, wherein the third plurality of 
telephone numbers further have a subscription to a calling 
number delivery service and a subscription to a calling name 
delivery service. 

23. The method of claim 22, further comprising the step 
of transmitting the first calling party number and a disaster 
warning text to a subscriber's customer premises equipment. 

24. The method of claim 17, wherein the specialized 
service node comprises a computer system and a plurality of 
data communications links connected to a signaling net- 
work. 

25. The method of claim 24, wherein the plurality of data 
communications links employ Common Channel Signaling 
System 7 protocol for data communications and the signal- 
ing network comprises at least one signaling transfer point. 
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26. The method of claim 17, wherein the message further 
comprises a timing parameter. 

27. The method of claim 26, further comprising the step 
of prioritizing the third plurality of telephone numbers 
according to the timing parameter. 

28. The method of claim 17, wherein the pre-determined 
amount of time is at least 6 seconds. 

29. A telephone system providing warnings to telephone 
subscribers in a pre-determined geographic area comprising: 

(a) a specialized service node comprising a database 
storing a first plurality of telephone numbers and a 
plurality of corresponding addresses; 

(b) a service switching point functionally connected to the 
specialized service node, comprising a plurality of 
looped back communications links; and 

(c) a plurality of customer premises equipment function- 
ally connected to the service switching point, . 
wherein the specialized service node receives informa- 
tion related to a disaster in the pre-determined geo- 
graphic area, and in response to the information, 
prepares a plurality of call set up messages that 
include a telephone number corresponding to a disas- 
ter type, initiates a plurality of telephone calls to a 
second plurality of telephone numbers selected from 
the first plurality of telephone numbers having cor- 
responding addresses within the pre-determined geo- 
graphic area, and 

wherein the specialized service node sends the tele- 
phone number corresponding to the disaster type and 
causes the service switching point to disconnect the 
plurality of telephone calls after ringing the customer 
premises equipment at the second plurality of tele- 
phone numbers two times. 

30. The telephone system of claim 29, wherein the data- 
base is populated with a plurality of pre-existing data from 
a services management system. 

31. The telephone system of claim 29, further comprising 
a control terminal functionally connected to the specialized 
service node. 

32. The telephone system of claim 31, further comprising 
a communications link using a TCP/IP protocol functionally 
connecting the control terminal and the specialized service 
node. 

33. The telephone system of claim 31, further comprising 
a communications link using an Asynchronous Transfer 
Mode protocol for functionally connecting the control ter- 
minal and the specialized service node. 

34. The telephone system of claim 29, wherein the plu- 
rality of looped back communications links comprise a Tl 
trunk interface card having a plurality of ports in a loop back 
configuration. 

35. The telephone system of claim 29, further comprising 
a plurality of analog telephone lines for functionally con- 
necting the service switching point to the plurality of cus- 
tomer premises equipment. 

36. The telephone system of claim 29, wherein the plu- 
rality of customer premises equipment comprises a means 
for generating an audible warning. 

37. The telephone system of claim 29, wherein the plu- 
rality of customer premises equipment comprises a means 
for generating a visible warning. 

38. A telephone system providing warnings to telephone 
subscribers in a pre-determined geographic area comprising: 

(a) a service control point in communication with a 
signaling network, comprising a first database having a 
first plurality of telephone numbers assigned to a 
respective plurality of disaster types; 
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(b) a specialized service node in communication with the 
signaling network, comprising a second database hav- 
ing a second plurality of telephone numbers and a 
plurality of address records; 

(c) a specialized service node configured to communicate 
with a control terminal, wherein the specialized service 
node receives a message comprising the pre- 
determined geographic area and a disaster type selected 
from the plurality of disaster types from the control 
terminal; and 

(d) a plurality of service switching points in communica- 
tion with the signaling network, comprising a plurality 
of looped back communications links, 

wherein the specialized service node initiates a plural- 
ity of telephone calls to a third plurality of telephone 
numbers selected from the second plurality of tele- 
phone numbers, wherein the third plurality of tele- 
phone numbers have addresses within the pre- 
determined geographic area, and 

wherein the specialized service node sends a telephone 
number, among the first plurality of telephone 
numbers, corresponding to the disaster type and 
causes the plurality of service switching points to 
disconnect the plurality of telephone calls after a 
pre-determined time period. 

39. The telephone system of claim 38, wherein the sig- 
naling network comprises a Common Channel Signal Sys- 
tem 7 protocol. 

40. The telephone system of claim 38, wherein the control 
terminal communicates with the specialized service node 
using a TCP/IP protocol. 

41. The telephone system of claim 38, wherein the control 
terminal communicates with the specialized service node 
using an X.25 protocol. 

42. The telephone system of claim 38, wherein the control 
terminal communicates with the specialized service node 
using an ATM protocol. 

43. The telephone system of claim 38, wherein the plu- 
rality of looped back communications links comprises 
looped back ports on aTl trunk interface card. 

44. The telephone system of claim 38, further comprising 
a plurality of analog telephone lines functionally connecting 
the plurality of service switching points to a plurality of 
customer premises equipment 

45. The telephone system of claim 44, wherein the plu- 
rality of customer premises equipment has means for gen- 
erating an audible warning. 

46. The telephone system of claim 44, wherein the plu- 
rality of customer premises equipment has means for gen- 
erating a visible warning, 

47. In an intelligent switched telecommunications net- 
work including a switch, a service control point, a special 
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service node, a first data link functionally connecting the 
switch and the service control point, and a second data link 
functionally connecting the special service node and the 
switch, a method for providing a disaster warning message 
to a subscriber's calling number delivery system comprising 
the steps of: 

(a) receiving at the special service node a communication 
from a disaster warning authority, the communication 
comprising a disaster telephone number and a geo- 
graphic location, wherein the disaster telephone num- 
ber corresponds to a specific type of disaster; 

(b) selecting a subscriber's telephone number from a 
database of subscriber addresses, wherein the subscrib- 
er's telephone number has an address within the geo- 
graphic location; 

(c) transmitting a call setup message from the special 
service node to the switch, the call setup message 
comprising a calling party number and a called party 
number, wherein the calling party number is the disas- 
ter telephone number and the called party number is the 
subscriber's telephone number; 

(d) displaying the disaster telephone number on the sub- 
scriber's calling number delivery system; and 

(e) transmitting a call release message from the special 
service node to the switch. 

48. The method of claim 47, further comprising the step 
of configuring the switch with a plurality of loop-back voice 
circuits. 

49. The method of claim 47, further comprising the steps 

of 

(f) in response to the call setup message, transmitting a 
database query message from the switch to the service 
control point, the database query message comprising 
the calling party number; 

(g) determining at the service control point the disaster 
warning message by comparing the received calling 
party number to a second database of disaster telephone 
numbers; 

(b) transmitting the disaster warning message from the 

service control point to the switch; and 
(i) thereafter transmitting the disaster warning message 

from the switch to the subscriber's calling number 

delivery system. 

50. The method of claim 49, wherein the step of trans- 
mitting the disaster warning message further comprises 
issuing a sequence of frequency-shift keying tone modula- 
tions. 
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(57) ABSTRACT 

A method and apparatus for monitoring and reporting alarms 
includes a central monitoring facility which monitors a 
plurality of remote subscribers. Alarm information is 
reported to the central monitoring facility by a subscriber. 
The central monitoring facility causes a summary of the 
alarm to be transmitted to specific other subscribers. This 
enables the recipients of the summary to provide follow up 
reports and to assess how to respond to the report. GPS 
coordinates are used to identify the location of a reporting 
subscriber and to select specific other subscribers who 
should receive the report according to the location of the 
reporting subscriber. 

16 Claims, 3 Drawing Sheets 
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ALARM MONITORING AND REPORTING 
SYSTEM 

TECHNICAL FIELD OF THE INVENTION 

This invention relates to an alarm monitoring and alarm 
report broadcast system. More particularly, this invention 
relates to a system for centrally monitoring alarm or event 
reports from a plurality of remote locations and reporting 
particulars of the alarm to selected others of the monitored 
remote locations. 

BACKGROUND OF THE INVENTION 

It is known to provide a central monitoring facility to 
monitor alarms at a plurality of remote locations. For 
example, it is common for security companies to monitor the 
residential or commercial security systems of customers so 
as to either dispatch security personnel or advise other 
appropriate authorities upon detection of an alarm. It is also 
known to provide communication means enabling a central 
monitoring facility to query an alarm system at a remote 
location to determine the alarm status. Such a system is 
described in U.S. Pat No. 4,141,006 to Braxton. 

It is also known to provide a broadcast system for 
enabling listeners to monitor only the kind of information of 
interest to the listener. An example of such system is 
provided in U.S. Pat No. 5,574,999 to Gropper which 
describes a system for broadcasting, for example weather 
reports, which allow the listener to program a digital code 
into a receiver so that the receiver triggers only in response 
to specific digital codes broadcast on the monitored radio 
channel. 

In the last few decades, neighborhood based vigilance 
programs have become common. Such programs encourage 
individuals within a neighborhood to report or investigate 
suspicious activity and to thereby enhance the collective 
security of the community. 

Although the prior art approaches referred to above 
represent significant advancements in collective security 
systems, they are nonetheless subject to limitations. In the 
case of the central monitoring of remote alarms, there is 
necessarily a delay of several minutes or more before 
ambulance, security or law enforcement personnel reach the 
alarm location. In the case of neighborhood vigilance 
programs, an individual witnessing possibly suspicious 
activity may be reluctant to call in a false alarm, or may 
assume that someone else in the neighborhood has reported 
the incident. 

The general object of this invention is to provide an 
improved security system which takes advantage of com- 
munity involvement in security monitoring, alleviates the 
disadvantages of existing approaches, enhances the commu- 
nity's ability to pool information regarding alarm conditions 
and allows concerned individuals other than the individual 
reporting the alarm to take corrective, protective or helpful 
action. 

SUMMARY OF THE INVENTION 

In one of its broad aspects, the invention comprises an 
alarm monitoring and reporting system wherein a central 
monitoring facility monitors a plurality of remote 
subscribers, receives alarm information from one of the 
subscribers and transmits to specific other subscribers a 
report of the alarm condition. This enables the recipients of 
the report to provide further information by providing their 
own follow-up report, to assess the relative risk presented by 
the alarm condition and to take protective or helpful action. 
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In another of its aspects, the invention comprises such a 
system wherein the subscribers who are to be advised of a 
given alarm are selected according to the nature of the alarm. 

In a further aspect of the invention, the remote alarm 
5 locations are identified using GPS coordinates and the GPS 
coordinates of the alarm reporting location are used as a 
geographic reference point for determining which other 
locations are to receive a report of the alarm. Accordingly, 
those in the immediate vicinity will be able to provide follow 
10 up reports regarding the alarm condition, to assess the risk 
involved and take appropriate action. 

In yet a further aspect, the invention comprises such a 
system which uses an address scheme comprising a com- 
ponent specifically identifying one remote location and a 
15 component identifying a group which includes a remote 
location. In a more specific aspect of the invention, the 
addressing scheme includes use of the TCP/IP protocol. 

In another aspect, the invention comprises apparatus for 
2Q use in such a system, said apparatus including means for 
initiating communication with a central monitoring facility 
and/or other apparatus, communication means for commu- 
nicating to said central monitoring facility and/or other 
apparatus information reporting an alarm at the remote 
^ location associated with the apparatus, memory means for 
recording a unique address assigned to the apparatus by the 
central monitoring facility, transmission means for transmit- 
ting to the central monitoring facility and/or other apparatus 
the unique address and GPS coordinates associated with the 
apparatus, and alerting means to draw the attention of a 
subscriber associated with the apparatus. 

Other aspects of the invention will be apparent from the 
claims and from the detailed description of the preferred 
embodiment. 

35 DETAILED DESCRIPTION OF PREFERRED 

EMBODIMENT 

The invention may be more fully appreciated by reference 
to the following description of the preferred embodiment, as 
40 well as to the claims and the drawings in which: 

FIG. 1 is a diagrammatic overview of the alarm monitor- 
ing and reporting system of the invention; 

FIG. 2 is a block diagram of the components of the 
^ subscriber units according to the invention. 

FIG. 3 is a diagrammatic overview of the repeating 
system as used between subscriber units according to the 
invention. 

SYSTEM OVERVIEW 

50 

The following is an overview of the invention. Referring 
to FIG. 1, a central monitoring facility 1 is provided to 
monitor a plurality of remote locations 3. The central 
monitoring facility 1 has associated therewith a data base 2. 

55 A plurality of central monitoring facilities, each monitor- 
ing a given area, may be provided with the system of the 
invention. In such case, a system-wide database 18, or a 
plurality of distributed or associated databases (not shown)^ 
may be provided in addition to database 2. 

60 A plurality of subscriber units 3 are installed at remote 
locations, for example in various homes or businesses in a 
city. Each subscriber unit 3 includes means 30 for commu- 
nicating with the central monitoring facility 1. Communi- 
cation media may include telephone lines, PCS or cellular 

65 communication systems, email, cable or any other suitable 
means and may use Internet or other communication deliv-j 
cry systems. A voice link or other communication channel 
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\ ^between the subscriber unit 3 and the central monitoring to all subscriber units on the same street as the reporting 

.'facility 1 may be established allowing the subscriber to location, but only if they are within, for example, 500 meters 

provide an alarm or event report to one of several operators of the reporting unit location. The reporting location is 

32. determined from the GPS coordinates downloaded from the 

Referring to FIG. 3, radio link 35 is also provided to 5 reporting unit, or is determined through a database look up 

communicate between subscriber units 3 and/or mobile based on the unit's unique address downloaded from the 

subscriber units 15 within transmission range to provide an unit. 

alarm report which will be repeated from one subscriber unit A series of unique addresses for subscriber units 3 within 

to the next until finally reaching the central monitoring 500 meters of the reporting unit location but which are on 

facility 1. 10 Main Street is then extracted from the database. The broad- m 

At the central monitoring facility 1, a report of the alarm cast processing computer 34 then configures addressing f 

is taken from the subscriber and a decision is made whether information for targeting a series of broadcast messages to 

the alarm report should be forwarded to a third party agency be decoded by the targeted subscriber units. Such addressing 

(not shown), for example a 911 system gateway, a law information is referred to as "broadcast receive code". One 

enforcement agency, a health service provider, etc. 15 broadcast receive code is configured for each subscriber unit 

The operator also prepares an alarm report and charac- which is to receive a report of the alarm. Each broadcast 

terizes the alarm according to predetermined categories. receive code is then combined with the event report prepared 

Once the alarm has been categorized, a system-wide or by tne operator and with a priority level designation into a 

regional database 18 or a local database 2 associated with the message to be broadcast to all subscriber units within the 

central monitoring facility 1 is used to identify which 20 broadcast area served by a commercial FM radio station 

subscribers should receive the report having regard to the serving the community in question. Once the message is 

kind of alarm involved. One or more digital messages are configured, me broadcast processing computer 34 dispatches 

then broadcast using either dedicated or commercial facili- mc message to an FM transmitter 9 for broadcast, 

ties. In the preferred embodiment, the broadcasts are by In the given example, the operator would also contact or 

radio broadcast through the transmitter 9 of a commercial 25 put the subscriber in direct contact with a security agency or 

FM radio station, although it is within the scope of the a law enforcement agency. Where the law enforcement 

invention that broadcasts may be by email or other suitable agency is equipped with a subscriber unit, that subscriber 

means. The broadcast messages include information identi- unit may be designated as a recipient of all reports for 

ll fying which subscribers are targeted by the broadcast. Each burglaries in progress. Other third party agencies may have 

P of the subscriber units 3 are configured to receive and 30 the ability to broadcast or access the database on-line, 

p decode broadcasts in order to determine whether the broad- subject to security clearances and pre-authorization. 

p cast targets the subscriber with which the subscriber unit 3 All operational subscriber units 3 normally monitor the 

| is associated. If so, a variety of visual, audible or other broadcast frequency. When the units on Main Street within 

\i signals may be generated to attract the attention of the 500 meters of the break-in detect that the broadcast receive IP 

subscriber. The digital messages may be tailored according code is targeting them, they signal the subscriber and display ! 

to the level of urgency or pertinence to the subscriber of the the report on a visual display, e.g. "Burglary in progress, 123 ft 

alarm in question. Main St., white male, 5'11\ dark brown leather jacket". The I 

, nearby subscribers can then observe, take protective action, V 
or provide follow up reports. For example, another neighbor 
The following example "A** will illustrate the operation of may use a subscriber unit to report that the suspect is now 
the system. Example "A" assumes that several homes in a approaching the window at 125 Main Street and a corre- 
residential neighborhood are equipped with subscriber units spending follow up report can be submitted to the central 
3 according to the invention. In the example, a subscriber monitoring facility, and a follow up broadcast may be 
witnesses a break-in at a neighbor's home. The subscriber 45 initiated. In another scenario, another subscriber may report 
hits a large alarm button on the subscriber unit to establish that the suspect is now heading west down a particular alley 
a telephone voice link with an operator at the central in a brown sedan with a given license plate number, 
monitoring facility 1. It will therefore be appreciated that this invention pro- 
As communication is established, the subscriber unit 3 vides an opportunity for a level of interactivity and vigilance 
automatically transmits to the central monitoring facility 1 50 in community security which allows better and more imme- 
the unit's GPS coordinates, a unique address code assigned diate information and alerting to alarm conditions, 
^to the unit, and a private validation code. Upon receipt of In the foregoing example, the system-wide database 18 
this information, computer means at the central monitoring stored information defining the selection criteria for report- 
facility 1 validate the subscriber account then query the ing each type of alarm or event. However, it is within the 
database 2 or 18 for other subscriber information which is 55 scope of the invention that the selection criteria be stored in 
then displayed to the operator 32. The subscriber provides an memory means such as a local database 2 associated with the 
oral report of the location of the break-in (e.g., 123 Main central monitoring facility. In one such embodiment, the 
Street) and a description of the suspect. operator may make decisions on a case by case basis, in each 
The operator at the monitoring facility prepares an alarm case selecting a geographic area or radius or other parameter 
report. The operator also categorizes the alarm according to 60 defining who should be notified with an event report. Such 
the pre-established category "In progress — intrusion**. Upon criteria may then be dispatched (along with the event report 
'doing so, the alarm report and the alarm category are used itself) to the broadcast processing computer 34 to identify 
to determine and identify from the system-wide database 18 those specific subscribers meeting the criteria, to define 
4hose other subscriber units 3 which should receive a report broadcast receive codes to target such subscribers, and to 
of the break-in. 65 configure the messages to be broadcast. 

In the example, the information in the database 18 indi- In another embodiment, the computer associated with the 

cates that "In progress — intrusion" events are to be reported central monitoring facility 1 may go so far as to output a 
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precise set of GPS coordinates. The coordinates alone are ing financial transactions, and a text to speech algorithm for 

then dispatched to the broadcast processing computer 34 and audio playback of text messages for visually impaired 

are used to configure the broadcast receive code using the subscribers. 

unique addresses for subscribers within the coordinates as The subscriber unit 3 further includes a receiver, which in 

recorded in the system-wide database 18. 5 & c preferred embodiment is an FM receiver 10 for receiving 

FM sideband broadcasts, an integral FM antenna U, a 

EXAMPLE "B" frequency scanner 12 and a digital filter 13. 

_ _ „ . „ , B1 , _ A GPS receiver 14 is incorporated into the subscriber unit 

The following example "B will illustrate the operation of 3 for use m initializing the unit at a subscriber location and 

the system when used in a mobile environment. Although f or act j ve use in mobile subscriber units 15. A CPU 16 is 

the same procedures and practices are used as in example 10 provided to control the operation of the subscriber unit 3. 

"A", this example "B" expands upon one specific feature of Initialization of the subscriber unit 3 at a subscriber 

the invention not demonstrated within example "A". location so as to become subscribed to be monitored and to 

* Example "B" assumes that several homes, automobiles De able 10 provide reports of events is as follows. After the 

and pedestrians in a residential neighborhood are equipped unit po w « is turned on, the CPU defaults to a subroutine to 

with subscriber units 3 according to the invention. In the 15 determine whether the unit has previously been initialized or 

example "B", a child subscriber is in the process of being Deeds t0 be re-initialized. If not, it undertakes an initializa- 

fabducted and is carrying a mobile subscriber unit 15. The P ro «™? induing written instrucnons which appear on 

child subscriber hits a large alarm button on the mobile the visual display 7 to direct the subscriber to initialize the 

subscriber unit 15 to establish a telephone voice link with an nn un L a . . . . r ., . t , 4 , 

. . . . . v e ... t „ ..,20 The first instruction is for the subscriber to place the unit 

operator at the central monitoring facility 1. The mobile fc an outsjde ^ Qn Gps ^ ^ on 

subscriber unit 15 now attempts to establish a cellular or , . , . . . , - , . 

. . , . r A . . . * -t the umt, and to leave the unit in this mode for a predeter- 

PCS connection with me central momtonng facfl.ty 1. ^ rfod of time v activatioQ f ^ GP / receiver 

Smiuluneously, the mobile subscrfter urn 15 broadcasts a switch f me Gps waits (if aecessaTy) and ^ 

radio distress transmission 35 to activate automatic repeaters _ . nnc . v . 4 ™~ . 1Va 

ii- _u u u ♦ * ^ u u-i \L u 25 acquire GPS coorchnates once the appropriate GPS satellite 

11 in nearby subscriber units 3 and nearby mobile subscriber . . , . , ^ ™A r r 4 , . , 

units 15 signals have been received. The GPS coordinates are loaded 

_, , . ^ into memory and the subscriber is alerted to the completion 

These nearby subscriber units 3 and mobile subscriber of mis phase of the initialization process, 

units 15 now attempt to communicate with the central ^ is then ^ected to install me unit m its 

momtonng faciHry 1 via their primary communication tech- 30 intended location in the subscriber's premises. The system 

nique 30 and also simultaneously broadcast a radio distress men ^ tne subscrib er to input through the keyboard 

transmission 35 to activate automatic repeaters in nearby information regarding the subscriber. This may include 

subscriber units 3 and nearby mobile subscriber units 15. information such as the residential or commercial address, 

This radio broadcast and repeating 35 provides a redun- health information, employees of the business or members 

dant backup for should the primary communication 30 fail 35 of the household, emergency contact numbers, valuable 

and provides coverage in areas not serviced by the primary items information, information as to pets, routing instruc- 

communication system 30 such as in underground parking. tions for alarm reports and any other information which may 

The invention will now be described in more detail. be useful. This may further include socio-demographic or 

Subscriber Unit political information. The subscriber may have an option as 

Referring to FIGS. 1 and 2, each subscriber unit includes 40 to what information is provided, 

communication means for establishing communication with The subscriber will also be queried to indicate preferences 

the central monitoring facility. Typically, such communica- as to the types and times of reports the subscriber wishes to 

tion will be through the public switched telephone network be alerted to. Accordingly, the subscriber may choose not to 

and will be by DTMF signaling and oral. However, it is be alerted to certain incoming reports. In the preferred 

within the scope of the invention that such communication 45 embodiment, the central monitoring facility 1 retains the 

be by any other means, such as through the Internet, email, option of overriding such subscriber preferences for certain 

a cellular telephone network, PCS, 2-way paging, by radio priority levels of alarm reports. t 

or through a two way communication link 20 using a The subscriber is also asked to input the contact telephone J 

pre-existing cable or cable television network. number of the central monitoring facility 1. Such number// 

In the preferred embodiment, the medium of communi- 50 may be provided as a list of numbers according to geo-|f 

cation from subscriber units 3 to the central monitoring graphic areas. The number is stored for use in association 

facility 1 is through the public switched telephone network. with the automatic dialer 5. 

Referring more specifically to FIG. 2, the subscriber unit 3 When all pertinent information has been collected, the 1 

includes telephone jacks and an automatic dialer 5 for subscriber is directed to test the unit by hitting the alarm I 

dialing the central monitoring facility 1 when a call is 55 button. Doing so triggers the automatic dialer 5 to dial the 

initiated by pressing a large alarm button on the subscriber telephone number of the central monitoring facility 1. Upon 

unit 3. establishing an open telephone line with the central moni- 

The subscriber 3 unit includes a speaker phone 6 for toring facility, the unit transmits a code indicating that the 

enabling hands free oral communication between the sub- transmission is pursuant to a unit initialization, and includ- 

scriber and the operator at the central monitoring facility 1, 60 ing the GPS location for the unit. The unit also transmits the 

a visual display 7 for displaying alarm reports, an audible subscriber inputted information in encrypted form for 

alarm for drawing the attention of the subscriber, a flashing recording in the database 2 associated with the central 

light display, and a keyboard to allow the subscriber to enter monitoring facility and in the system-wide database 18. The 

information. The unit further includes CATV ports 8 and an central monitoring facility will query the system-wide data- 

RS-232 serial port 19 for connection to serial devices. In the 65 base 18 to assign a unique address to the subscriber unit 3 

preferred embodiment, the unit also includes a swipe slot for and will transmit to the subscriber unit 3 through the 

receiving credit cards, debit cards or other cards for record- telephone line or other communication channel being used: 
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the unique address for the unit 

one or more FM frequencies for use by the unit's digital 
frequency scanner 12 

a list of general group address codes to which the unit is 
authorized to respond 

The selection of FM frequencies to be transmitted is based 
on the GPS coordinates received from the subscriber unit 3. 
The general group address codes are determined based on 
.. predetermined criteria to enable general addressing of 
broadcasts to a plurality of subscriber units 3. In certain 
cases general group broadcasts rather than individually 
targeted broadcasts provide more efficient broadcasting. 
Alternatively, the subscriber may subscribe to topical 
broadcasts, for example sports, weather or financial news in 
which case a general group broadcast may also be appro- 
priate. 

The subscriber unit 3 then stores the unique address, the 
' FM frequencies, and the general broadcast codes, sets the 
FM receiver 10 to active mode and disconnects the tele- 
phone line. 

The subscriber is then required to hit the alarm button 
once again and to inform the operator at the central moni- 
toring facility 1 that the subscriber is testing the unit. The 
following steps also occur in normal operation. When the 
alarm button is pressed, the automatic dialer 5 dials the 
central monitoring facility 1. Upon establishing an open 
telephone line or other communication channel, the unit 
transmits the unique address, a private validation code and 
the GPS location. Once the unique address, validation code 
and GPS location are correlated and validated by the central 
monitoring facility 1, a DTMF or other code is sent to the 
subscriber unit 3 to activate the input devices to enable 
communication with the operator. Typk^lty such devices 
will include a speaker phone for oral communication. The 
operator at the central monitoring facility 1 then orients the 
subscriber to the use of the unit and to the protocol for alarm 
reports. Once this is done, the operator triggers a test 
broadcast targeting the specific subscriber unit 3. 

The digital frequency scanner 12 in the subscriber unit 
scans the several FM frequencies previously indicated by the 
central monitoring facility and a filter 13 filters the signal to 
detect a digital signature packet identifying the signal as one 
associated with the system of the invention. The digital 
signature packet is transmitted at timed intervals, e.g. every 
10 seconds. If the digital signature packet is detected, the 45 
scanner 12 selects that frequency for monitoring by the 
receiver. If the filter 13 fails to detect the digital signature 
packet for 10 consecutive intervals, the scanner 12 begins 
once again scanning the several FM frequencies in order to 
acquire another signal. If no proper signal can be located and 
locked, the subscriber unit 3 causes an audible alarm and a 
written message to be displayed to alert the subscriber to the 
lack of signal. 

Assuming a proper signal is detected and locked on 
during the initialization test, the subscriber unit 3 will 
receive a test broadcast including a broadcast receive code 
containing the unique address allocated to the subscriber 
unit and a welcoming message to the subscriber. The unit's 
filter 13 will detect the presence of the unique address 
identifying the unit and will enable an audible alarm on the 
unit. The presence of the unique address in the broadcast 
receive code also enables the display of the transmitted 
message to the subscriber's visual display 7. 

The subscriber confirms to the operator that the welcom- 
ing message has been received and the initialization is then 
complete. In normal operation, the welcoming message is 
replaced by an event or alarm report. 



In normal use, where several reports are received, they 
can be sorted and displayed based on various criteria such as 
time and date of receipt, priority level or other such criteria 
at the election of the subscriber. 
5 Central Monitoring Facility 

The operation of the central monitoring facility 1 will now 
be described. 

The central monitoring facility 1 includes a PBX 17 or 
similar system for handling a plurality of incoming tele- 
10 phone calls and routing them to operators. A computer 
telephony integration system is associated with the PBX. 

A computer 38 and a database 2 are associated with the 
central monitoring facility. The database 2 may be remote 
from the facility and may be a distributed database which is 
accessed through the Internet, and may be shared by a 
number of central monitoring facilities and with the system- 
wide database 18. The database stores system level infor- 
mation and subscriber specific information. 
The system level information in the database includes: 
information regarding participating FM radio stations for 
various areas across the system, and their respective 
frequencies; 

(optionally) selection criteria for which subscribers 

should receive particular types of alarm reports 
the TCP/IP addresses of related databases across the 

system for national or wider area broadcasts 
emergency categories of reports which will override the 
subscriber's stipulation not to receive reports, and 
associated priority level designations for broadcasts 
general group broadcast codes 

The subscriber specific information maintained in the 
database includes: 
security access controls such as the private validation 

codes of subscriber units 
whether the subscriber unit is a fixed or mobile unit 
its normal GPS location in the case of fixed subscriber 
units 

subscriber identifying information 
subscriber characteristics, including health, employees, 

family, etc. 
emergency contact information 

a correlation of the unique address with the GPS coordi- 
nates 

neighborhood identifying information 
account information 

Communications from subscriber units 3 to the central 
monitoring facility 1 include the transmission of the GPS 
coordinates of the unit, a unique address assigned to the unit, 
and a private validation code assigned to the unit. Upon 
receipt of the unique address, a computer integrated tele- 
phony system verifies the unique address and code to ensure 
that it represents the subscriber's account and that the 
account is valid. If the account verification fails, the PBX 
generates a DTMF signal to request a retransmission of the 
address and code from the subscriber unit. If verification is 
successful, an oral communication link with an operator is 
established and a recording unit begins recording the con- 
versation. Simultaneously, the database 2 or 18 is accessed 
and the name and a synopsis of the subscriber is displayed 
to the operator's screen monitor. 

The operator will take an oral alarm report from the 
subscriber and will enter pertinent event detail information 
into the database including a characterization of the nature 
of the event. As the event detail is inputted, an incident 
number is assigned to the report. The operator may elect to 
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immediately connect the subscriber by voice to a third party 
agency and may either continue or discontinue direct com- 
munication with the subscriber. The operator may then input 
a request for a broadcast and a priority level to be used for 
,Jhe broadcast. The broadcast processing computer 34 
receives the broadcast request, queries the database 2 or 18 
and compiles one or more messages each of which includes 
the report, the priority level assigned to the broadcast and a 
broadcast receive code. The broadcast receive code may 
| include the unique address of the subscriber intended to be 
I targeted by the broadcast report, and/or GPS coordinates 
"within which subscribers are to be alerted. 
P" Typically, alarms will be of interest to other subscribers in 
I the immediate vicinity of the reporting subscriber and the 
t subscriber may be taken as the bull's eye of a general target 
area for the broadcast of an alarm report. In such case, the 
database 2 is consulted to associate the reporting subscriber 
unit with its geographic location (if GPS coordinates were 
not included in the transmission from the reporting unit to 
the central monitoring facility), and to identify the unique 
addresses of all other subscriber units within the reporting 
selection criteria and within the geographic area of concern. 
However the geographic area of concern is not limited to a 
strict radius from the reporting location and will often be an 
irregular area. 

For example, a report of a rabid raccoon may be of 
particular interest to subscribers who own dogs, particularly 
within a certain radius of the reporting unit Alarms of 
burglaries in progress will be of interest to all subscribers 
within a certain radius but perhaps only for contiguous 
streets. Reports of underground supply line gas leaks may be 
of interest only to anyone along the gas line within a certain 
radius. 

The priority level designations maintained in the database 
2 or 18 are used to flag a broadcast as being one which may 
override a certain level of restrictions on reports which are 
stipulated by the subscriber in the subscriber unit. 
Addressing Scheme and Transmission 

The database 2 or 18 is therefore used to retrieve a 
collection of unique addresses according to geographic 
parameters for subscriber units to be targeted by a report 
broadcast, as defined by the central monitoring facility or as 
pre-defined according to selection criteria maintained either 
at the central monitoring facility or in the system-wide 
database 18 or inputted on a case by case basis by a human 
operator. 

The unique addresses are configured to include elements 
identifying the subscriber as being within general classes 
(geographic or otherwise) and to also identify the unique 
subscriber. The elements identifying the subscriber as being 
within general classes allows the creation in appropriate 
cases of shorter broadcast receive codes thereby reducing 
the opportunity for the introduction of errors or noise in the 
transmission process. The preferred embodiment of the 
invention uses the TCP/IP protocol for the unique addresses. 
The protocol provides for the use of subnet addresses which 
may be assigned to subscribers according to the general 
class in which the subscriber falls. Thus, it is possible to 
broadcast using only a subnet addressing scheme so as to 
effectively target all subscribers within a broadcast area who 
fall within the general class. In such case, the database 
maintains information associating the TCP/IP address for 
each subscriber with the subscriber's GPS address and 
associating the subscriber with the appropriate subnet 
addresses which cover the subscriber. 

A broadcast receive code may therefore be directed to 
subscribers by class to which they belong, or by designating 
individually a subscriber unit which is targeted to receive the 
broadcast. 



59,705 Bl 

10 

Upon receipt of the target TCP/IP addresses from the 
database, the most efficient addressing scheme available 
based on the collection of targeted TCP/IP addresses and 
available subnet addresses is determined. Where individual 

5 targeting of subscribers is deemed necessary because no 
subnet addresses are appropriate, the broadcast processing 
computer will configure a series of broadcast receive codes 
each of which includes a single TCP/IP address targeting a 
single subscriber unit. Each broadcast receive code also 

10 includes GPS coordinates identifying a geographic zone. 
Where it is intended that the subscriber units should display 
the report to the subscriber based on only TCP/IP address 
matches, the GPS coordinates are set as a default code which 
is interpreted by the subscriber units as indicating that GPS 

is coordinates are not to be used by the unit in determining 
whether to display the report. In such cases the subscriber 
units will look to the TCP/IP address or to subnet address 
matches to determine whether the unit is targeted by the 
broadcast. Similarly in cases where all subscriber units 

20 within a given area are to display the report, the TCP/IP 
portion of the broadcast receive code may be set to a default 
value indicating that the GPS parameters or the subnet 
address is to be examined to determine whether the unit is 
targeted. This scheme allows targeting either by GPS loca- 

25 tion (i.e., within an area mapped by the transmitted GPS 
coordinates) by TCP/IP address (designating a particular 
subscriber unit) or by subnet address (for group broadcasts). 

Each broadcast receive code is then combined with a 
descriptor of the FM transmitter to be used, the level of 

30 priority of the report, an incident report number and with the 
report itself into a message and instructions to the transmit- 
ter to broadcast, all of which is dispatched by the broadcast 
processing computer 34 to the transmitter 9. The messages 
are routed to the appropriate FM transmitter according to the 

35 transmitter descriptor. In the preferred embodiment, the FM 
transmitter 9 is a commercial FM radio station transmitter 
and transmission is by FM sideband. 

Each message is then transmitted to the FM transmitter's 
broadcast coverage area. The subscriber units receive the 

40 message, filter it to detect the broadcast receive code, 
analyze the broadcast receive code to determine whether the 
unit is targeted. This is done by determining whether the 
code includes either the unit's specific TCP/IP address, or a 
set of GPS coordinates within which the unit falls (by 

45 reference to the unit's GPS coordinates acquired upon unit 
initialization or which are being regularly updated in the 
case of mobile units) or a subnet address from among those 
downloaded into the unit upon initialization. If so, a con- 
clusion is made that the unit is targeted by the broadcast. 

50 In such case, the priority level of the broadcast is 
extracted from the message. The priority level determines to 
what extent the subscriber may elect to suppress the display 
of the report on the subscriber unit. In some cases, the 
highest priority levels will override any restrictions imposed 

55 by the subscriber on the display of the report in question. In 
other cases, lower priority levels allow varying degrees of 
subscriber imposed restrictions. The CPU will then deter- 
mine the subscriber set preferences as stored in the unit's 
memory upon initialization or as later modified by the 

60 subscriber. A decision is then made based on the subscriber 
preferences and the priority level of the broadcast whether to 
display the report and how the report will be displayed, i.e. 
flashing screen or light only, audible alarm, etc. 
When a subscriber makes a follow up report based on 

65 previously received report, the subscriber calls up the event 
report on the screen of the unit. The CPU notes the incident 
number of the original report and will include such number 
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in the identification package wbicb is dispatched to the 
central monitoring facility upon establishing a communica- 
tion channel for the purposes of the follow up report. This 
allows the database and the operator to correlate the follow 
up with the original report. 

It will be appreciated that the means of communication 
specified for the preferred embodiment are illustrative only. 
For example, it is within the scope of the invention for the 
subscriber units, the central monitoring facility, the 
databases, third party agencies and the transmitter to com- 
municate with one another through WAVE facilities pro- 
vided on the local cable television infrastructure, by radio, 
microwave, telephone, etc. Appropriate input and output 
ports are provided on the equipment to enable such com- 
munication. 

Although the preferred embodiment of the invention 
specified oral communication between the subscribers and 
the central monitoring facility, the subscriber units may also 
be connected to a building security system or other security 
systems for automated rather than oral reports to the central 
monitoring facility. The subscriber unit is accordingly pro- 
vided with alarm system monitor contacts. 
Mobile Subscriber Units — Including Vehicular and Portable 
Mobile Units 

In the case of mobile subscriber units 15, the initialization 
of the unit occurs in the same manner as for the stationary 
subscriber units described above. In normal monitoring 
operation, the GPS receiver in the unit is kept on and 
regularly feeds the GPS coordinates to the CPU 16 of the 
unit. 

It will be appreciated that if a mobile unit is not within 
range of the transmitter used for a given broadcast, the unit 
will simply not receive the message. If the unit is within 
range, the unit will undergo an identical process as for the 
stationary units as described above. The broadcast receive 
code will be examined to determine whether the code 
includes the TCP/IP address of the unit, or the unit is within 
the GPS coordinates included in the code, if any, or if the 
subnet address included in the code matches one of those 
stored in the unit's memory. 

It will be appreciated by persons skilled in the art that 
certain variations on the preferred embodiment may be 
practiced without departing from the scope of the invention. 

What is claimed is: 

1. A method for monitoring and disseminating event 
reports from a plurality of monitored remote locations, 
comprising the steps of: 

subscribing said plurality of monitored remote locations 
to be monitored by a central monitoring facility and to 
report to said central monitoring facility alarm condi- 
tions at said monitored remote locations; 

providing said central monitoring facility for monitoring 
event reports from said subscribed plurality of moni- 
tored remote locations; 

receiving a communication from a reporting one of said 
monitored remote locations, said communication pro- 
viding a report of an event at said reporting location; 

said central monitoring facility communicating said event 
report for reception and decoding by at least a plurality 
of said monitored remote locations other than said 
reporting location, said plurality of monitored remote 
locations being configured to decode said event report 
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according to the geographic proximity of said moni- 
tored remote locations to said reporting location. 

2. A method as in claim 1 wherein said plurality of 
monitored remote locations is selected by the central moni- 

5 toring facility according to the nature of the event. 

3. A method as in claim 2 wherein the step of selecting 
comprises the steps of: 

an operator at said central monitoring facility character- 
izing the nature of the event; and, 

consulting a database which identifies the plurality of 
monitored remote locations which should receive said 
event report based on the nature of the event and the 
geographic proximity of said monitored remote loca- 
15 tions to said reporting location. 

4. A method as in claim 1 wherein each of said remote 
locations are identified using GPS coordinates and the GPS 
coordinates of said reporting location are used as a geo- 
graphic reference point for selecting which of said moni- 

20 tored remote locations are to receive said event report. 

5. A method as in claim 4 further including the steps of: 
associating each of said remote locations with an address 

code; 

the central monitoring facility causing a transmission of 
25 said event report in association with a plurality of said 
address codes. 

6. A method as in claim 5 wherein said transmission is by 
radio. 

7. A method according to anyone of the preceding claims 
30 wherein said event is an emergency. 

8. A method as in claim 5 further comprising the step of: 
causing apparatus associated with at least one of said 

remote locations to monitor said transmission for the 
presence of an address code associated with said appa- 
35 ratus. 

9. A method as in claim 5 wherein said address code is 
based on the TCP/IP protocol. 

10. A method as in claim 4 further including the steps of: 
associating each of said remote locations with an address 

40 code; 

the central monitoring facility causing a transmission of 
said alarm report in association with at least one set of 
GPS coordinates. 
45 11. A method as in claim 10 wherein said transmission is 
by radio. 

12. A method as in claim 5 further comprising the step of: 
causing apparatus associated with at least one of said 

remote locations to monitor said transmission for the 
50 presence of GPS coordinates within which said appa- 
ratus is located. 

13. A method as in claim 5 wherein said transmission is 
by Internet 

14. A method as in claim 5 wherein said transmission is 
55 by telephone. 

15. A method according to any one of claim 1, 2, 3, 4, 5, 
or 6 wherein at least one of said remote locations is a mobile 
location. 

16. A method according to any one of the claim 1, 2, 3, 4, 
50 5, or 6 wherein said apparatus includes means for receiving 

and repeating a broadcast from another said apparatus. 
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